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Definitions
Term

Description

Clause ref

Backbone

The term backbone network is defined as the network infrastructure that

Section 3.2

interconnects various pieces of telecommunications network, providing a
virtual path for the exchange of information between different Local Area
Networks (LANs) or sub-networks.
Back-haul

The back-haul network is the communications connection between the

Section 3.2

RF Mesh Network and Active Network Management (ANM) solution
for data exchange. Also, the management connection between the RF
Mesh Network and GridScape management application.
Canopy

Geographical coverage of the RF Mesh Network and the consequent

Section 1.0

footprint for communications connection.
CATT

Communications Tester – software that tests and collects data from RF

Section 4.4.2

Mesh Nodes.
Ellipse

The asset catalogue which contains information on all of UK Power

Section 4.4.7

Networks’ electrical assets.
FPP Trial Zone

An area of UK Power Networks’ Eastern Power Networks Plc
(EPN)

distribution

diameter

(700km2)

network

that

between

serves

approximately

Peterborough

and

Section 2.2

30km

Cambridge

(the Flexible Plug and Play Trial Zone) in the East of England, UK.
Front-haul

The front-haul network is UK Power Networks’ user access to the

Section 4.3

GridScape management application.
Google Earth Pro

A virtual globe, map and geographical information programme. Used in

Section 4.4.4

this solution to illustrate RF mesh geographical information.
High Availability

In networking terminology, high-availability is defined as an architecture
that has been designed, planned and installed with 99.999% (“five
nines”) availability.

Section 3.2

Term

Description

Clause ref

MapInfo Professional

Geographic Information System (GIS) used for mapping and location analysis.

Section 4.4.4

Used in FPP design to visualise, analyse, interpret, understand and output
data with regards to the RF Mesh Network. Version 11 was used.
Mozart

C&WW’s access planning tool for feasibility/cost assessment for the

Section 4.3.1

provision of network connections in the UK linked to current network
inventory databases and BT online services.
Ofcom

Independent regulator and competition authority for the UK

Section 4.4.1

communications industries.
Off-net

Is classified as a network circuit provided by another network providers’

Section 4.3.2

access circuit with a network inter-connect with Cable and Wireless
Worldwide (C&WW).
Ofgem

The Office of Gas and Electricity Markets: regulates the electricity and gas

Section 2.1

markets in Great Britain.
On-net

Is classified as a network circuit provided by a dedicated C&WW access

Section 4.3.2

circuit.
Radio Mobile

It is a software tool written by Roger Coudé (VE2DBE) that is used to

Section 4.4.4

design and predict the performance of outdoor radio systems, such as,
the RF Mesh Network. The software utilises the Irregular Terrain Model
(ITM), also referred to as the Longley-Rice model.
RF Mesh Network

The wireless Radio Frequency Mesh Network delivered by SNN that

Section 1.0

includes all RF Mesh Nodes – Master eBridges, Remote eBridges and
Relay to provided data connectivity and coverage.
RF Mesh Nodes

This defines the communication devices that make up the RF Mesh

Section 1.0

Network – Master eBridges, Remote eBridges and/or Relay.
VLAN

Virtual Local Area Network – type of computer networking domain

Section 4.3.4

VMware

Virtual Machine Ware – cloud operating system.

Section 6.4

VRF

Virtual Route Forwarding – routing method used in IP networking

Section 4.3.2
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Executive Summary
Flexible Plug and Play (FPP) is a Second Tier Low Carbon

through the integration of smart devices, smart applications

Network Fund (LCNF) project that aims to connect Distributed

and smart commercial arrangements.

Generation (DG) onto constrained parts of the electricity
distribution network without the need for conventional

In order to successfully integrate these smart components,

network reinforcement. To achieve this, a number of innovative

it was crucial that the FPP project utilised a communications

technical and commercial solutions will be trialled to manage

solution that:

network constraints and maximise network utilisation, thus
enabling alternative smart connection solutions to be trialled in

• had self-healing capabilities to deliver reliable and

order to facilitate, accelerate and cost optimise the connection

robust communications for the use of Active Network

and operation of DG in a constrained distribution network.

Management (ANM) system and implementation of the
smart commercial arrangements

The need for FPP arises directly from the objectives and

• supported the connection and integration of smart

challenges highlighted in the UK Renewable Energy Strategy

devices and smart applications from various vendors via

which outlines a clear commitment for an increase in the

the open standard protocol defined by the International

nation’s use of renewable electricity, with the UK government

Electrotechnical Commission, IEC 61850;

setting an ambitious target for 30% of the UK’s electricity to
be generated from renewable energy sources by 2020 .
1

• was independent from the existing UK Power Networks’
Supervisory Control And Data Acquisition (SCADA)
communications network, can operate in parallel with it

Much of this is likely to be connected at the distribution

and meet UK Power Networks’ IT Security requirements;

network level, which presents sizeable commercial and

• could be deployed with ease and speed to facilitate the

technical challenges to Distribution Network Operators

progressive, remote and flexible connection of DG;

(DNOs). Therefore, a key focus that has emerged is the ability

• provide communications to both DNO buildings and

for DNOs to accommodate this volume of new generation

generator sites, such as, substations in areas of variable

capacity in an accelerated and cost-efficient manner while at

terrain and urban densities; and

the same time maintaining the reliability of their networks.

• could be cost-effectively extended to provide access to
further generator sites or substations.

The FPP project led by UK Power Networks will look to address
this requirement with a collective of project partners to move

One of the key requirements is the trial of the IEC 61850

the DNO from the passive ‘fit and forget’ approach based on

protocol. While IEC 61850 is used widely for the integration

conventional network reinforcement to one that considers the

of devices within a substation environment, there is limited

active management of network constraints and generation

experience of its use and performance for communications

export, driving an innovative active ‘fit and flex’ approach that

between substations. This is one of project’s significant

will avoid or defer network reinforcement, which can often

learning objectives.

make a connection economically unviable for a DG developer.
As part of the analysis carried out during the bid stage, the
The FPP solution will demonstrate this active ‘fit and flex’

FPP team considered a number of communication solutions

approach through trialling smart connection solutions

that could potentially meet the above requirements at

	The UK Renewable Energy Strategy published July 2009 see the Department of Energy and Climate Change website at: http://www.decc.gov.uk/assets/decc/
What%20we%20do/UK%20energy%20supply/Energy%20mix/Renewable%20energy/Renewable%20Energy%20Strategy/1_20090717120647_e_@@_
TheUKRenewableEnergyStrategy2009.pdf

1
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different costs. It was concluded the solution described in this

This provides remote, secure configuration and management

report can potentially meet all requirements and it also has

from a central point for effective management and

attractive characteristics in terms of scaling up and total costs

maintenance of the communications. UK Power Networks

for wide-scale deployment.

will use the network management application to monitor and
evaluate the performance of the communications network.

The FPP communications solution is delivered in partnership
with Cable & Wireless Worldwide (C&WW) and Silver Spring

The communications network devices were deployed in

Networks (UK) Limited (SSN). The solution is an IP-based

the field by UK Power Networks internal Business-as-Usual

platform that combines the Wide Area Network (WAN) using

staff. The operational FPP communications network has

the Multi Service Platform (MSP) network with a Wireless

been adopted and is now operated by the relevant internal

Radio Frequency (RF) Mesh Network (RF Mesh Network). The

departments. These are important aspects of the project as

RF Mesh Network was designed with a ‘canopy’ approach

they will ensure a rapid transition to Business-as-Usual of this

and dynamic many-to-many communications connections.

technology if UK Power Networks were to decide to roll it out

This means that the RF Mesh Network covers a designated

across its licence areas.

geographical footprint, which enables rapid feasibility
assessments and responses to DG developers. The likelihood

In summary, the FPP project successfully met the project

of communications being delivered to new DG developers

Successful Delivery Reward Criterion (SDRC) for the

is assessed by geographically positioning the new site’s

‘Communications

location on the communications geographical footprint.

referenced as 9.3 in the Project Direction.

Platform’

workstream,

which

was

Where immediate connectivity is not available, the canopy
can be easily extended by the deployment of additional

The SDRC 9.3 set out the milestone for an IP-based
communications solution to be deployed for the FPP

communications devices, RF Mesh Nodes.

project by Q1 2013, and the workstream achieved this
Furthermore, the RF Mesh Network’s many-to-many
connections

approach

delivers

reliable

and

in February 2013.

robust

communications. Each RF Mesh Node was designed to have

Furthermore, key activities were undertaken and achieved to

multiple redundant paths to allow for ‘self-healing’ of the

support this milestone, which included:

communications network. Therefore, in the event of failure,
• the

successful

installation

and

outage, the communications path could fail over to one of

the

combined

RF

Network/MSP

the redundant paths. Traditional communications solutions

communications solution; and

for example, the loss of an RF Mesh Node or isolated power

Mesh

commissioning

of

IP-based

used by the Distribution Network Operators (DNOs) such

• executing IEC 61850 trials using IEC 61850 simulators to

as satellite, long range radio and GSM data are typically

demonstrate the performance of the communications network.

deployed side-by-side to achieve redundancy.
The FPP project intends to publish further information on
To manage the RF Mesh Network, the project deployed a

the total cost of ownership for the specific solution and its

web-based network management application, GridScape.

performance at a later stage in the project.

2

Introduction
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2.1

Flexible Plug and Play: Background
The FPP project funded under Ofgem’s LCNF Second

project 13GW onshore wind connected to the network by

Tier scheme aims to facilitate the acceleration, growth and

20203. Currently the UK has more than 5GW of installed

expansion of DG connections onto the distribution electricity

onshore wind capacity in operation4.

network without the need for conventional network
reinforcement. Rather, the approach seeks to achieve

With much of this likely to require connections at the

this by managing network constraints and maximising

distribution network level, one area of focus that has

network utilisation. The FPP project will do this through the

emerged is the requirement for DNOs to explore innovative

integration of smart devices, smart applications and smart

commercial and technical solutions to accommodate these

commercial arrangements.

volumes of new generation capacity in an accelerated and
cost-efficient manner while at the same time maintaining

The UK Renewable Energy Strategy outlines a clear

the reliability of their networks.

commitment for an increase in the nation’s use of renewable
electricity, with the UK government setting an ambitious

The FPP project, led by UK Power Networks, addresses this

target for 30% of the UK’s electricity to be generated from

requirement in partnership with 10 project partners: Cable

renewable energy sources by 20202. Onshore wind is an

& Wireless Worldwide, Silver Spring Networks, Alstom

identified and proven technology that will be a leading

Grid, Smarter Grid Solutions, GL Garrad Hassan, University

contributor to the achievement of the target and help

of Cambridge, Imperial College London, the Institute

transition the UK to a low carbon economy. The Department

of

for Energy and Climate Change’s (DECC) latest scenarios

GE Power Conversion.

Engineering

and

Technology,

Fundamentals

and

	The UK Renewable Energy Strategy published July 2009 see the Department of Energy and Climate Change website at: http://www.decc.gov.uk/assets/decc/
What%20we%20do/UK%20energy%20supply/Energy%20mix/Renewable%20energy/Renewable%20Energy%20Strategy/1_20090717120647_e_@@_
TheUKRenewableEnergyStrategy2009.pdf

2

	The UK Renewable Energy Map published July 2011 see the Department of Energy and Climate Change website at: www.decc.gov.uk/assets/decc/11/meeting-energydemand/renewable-energy/2167-uk-renewable-energy-roadmap.pdf

3

	July 2012 Figure. Onshore Wind-Call for Evidence – Part A published 20 September 2012 see http://www.decc.gov.uk/assets/decc/11/consultation/wind/6437-onshorewind-call-for-evidence-document-part-a-com.pdf . Data based on analysis from DECC’s Renewable Energy Planning Database (REPD) which tracks renewable developments
through the planning system. The REPD database can be found at https://restats.decc.gov.uk/cms/welcome-to-the-restats-web-site

4

10 | Flexible Plug and Play Communications Platform – SDRC 9.3

2.2

Flexible Plug and Play: The Trial Zone
The location chosen for the FPP project is an area of
UK Power Networks’ Eastern Power Networks Plc (EPN)
distribution network that serves approximately 30km diameter
(700km²) between Peterborough and Cambridge (the FPP
Trial Zone) in the East of England, UK. This area is favourable
to DG developers – wind and solar farms in particular – due to

geography and weather conditions.
Over recent years UK Power Networks has experienced
increased activity in DG development in this area, and a
rapid rise in connection applications; existing renewable DG
connections total 121MW, with 277.45MW of DG capacity
currently at various stages of the planning process seeking to
connect as at February 2013. Using conventional connection
approaches, the connection of this anticipated growth in DG
is expected to require significant network reinforcement to
manage network thermal and voltage constraints and reverse
power flow issues.
For this reason, the area between Peterborough and Cambridge
serves as an ideal trial area for the FPP project to explore
alternative smart connection solutions.

Flexible Plug and Play Communications Platform – SDRC 9.3 | 11

2.3

Flexible Plug and Play: The Solution
The FPP project is trialling smart connection solutions, in order

Smart Commercial Arrangements: As generators’ export

to facilitate, accelerate and cost optimise the connection and

will be actively managed (i.e. their output will be regulated

operation of DG in a constrained distribution network.

to meet distribution network constraints), new commercial
and connection arrangements will be established that

The project is trialling an alternative to the passive ‘fit

define access to the distribution network capacity available

and forget’ approach based on conventional network

in real time. This will be in the form of a ‘non-firm’ or so-

reinforcement – one that considers the active management

called ‘interruptible’ connection agreement, first examples of

of network constraints and generation export, driving an

which have been issued by the FPP project to a number of

innovative active ‘fit and flex’ approach that will avoid or

generators in March 2013.

defer network reinforcement.
In order to successfully integrate the smart devices and
The FPP solution will demonstrate this active ‘fit and flex’

applications, the FPP project has deployed an IP-based

approach through the integration of smart devices, smart

communications infrastructure that will make use of the

applications and smart commercial arrangements.

latest developments in smart grid open standards, such as
IEC 61850.

Smart Devices: The solution will deploy smart devices from
various vendors to address and manage specific existing or

The IP-based communications infrastructure establishes data

anticipated network constraints and operational limitations

connectivity both within and between substations using IEC

of the network that either restrict DG connections or are

61850 to fully coordinate and leverage the benefits of the

introduced by the connection of DG. The range of smart devices

smart devices, and smart applications. The requirement for

include: dynamic line ratings; active voltage management; a

the range of smart devices to be compliant with IEC 61850

Quadrature Booster control system; ‘frequent use’ switches;

addresses the challenges associated with interoperability.

and generation controllers.
Additionally the IP-based communications infrastructure will
Smart Applications: A smart application will be installed at

facilitate the data exchange and control capability of ANM

UK Power Networks’ control centre at Fore Hamlet, Ipswich,

using IEC 61850 to implement the technical and commercial

providing an Active Network Management (ANM) solution

solutions in real time to manage network constraints. This

to monitor real time network parameters by the smart

will allow for the distribution network to accept increased

devices. The ANM will also manage the generators’ output

levels of DG overall.

using the generation controllers, which will allow the DG
export to track the real-time export capacity available within

Therefore, the FPP solution will demonstrate how, through

the real-time constraints on the distribution network. The

alternative connection solutions, accelerated and cost-effective

ANM will perform these functions while ensuring that the

connection of DG to a distribution network can be achieved.

distribution network maintains its reliability and performs
within operational limits.

3

Communications
Solution
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3.1

Drivers for IP-based Communications and Open Standards
The primary drivers for the FPP communications solution

proprietary vendor IP-based communications infrastructure

being based on IP communications and open standards were:

and in doing so reduces the reliance on a limited number
of technology providers and proprietary systems. This will

Flexible Plug and Play: The FPP communications solution will

foster increased competition and innovation amongst the

demonstrate the active ‘fit and flex’ approach of the project

technology providers and improve the security of the DNOs

by the ease and speed of deploying the communications

supply chain.

necessary to integrate new DG sites into the distribution
network within the FPP Trial Zone. Also, it will facilitate the

Scalability: The RF Mesh Network’s connectivity and

progressive and flexible connection of smart devices and

geographical coverage can easily be extended through

applications from multiple vendors.

the deployment of additional RF Mesh Nodes at required
locations. Therefore, this communications approach can be

Interoperability: The FPP communications solution is built

scaled up in a timely and cost-effective manner and be built

on open standards and allows for the integration of multiple

up to cover any area of the distribution network.

technology vendors’ smart devices and applications across a
common platform. This universal requirement for equipment

Robustness: The RF Mesh Network’s mesh topology and its

to comply will enable an IP-based communications

dynamic many-to-many connections allow for ‘self-healing’

infrastructure that is non-specific to any vendor and

of the network should a node be lost.

that can integrate various technologies; specifically the
communications protocol used will be the open standard

Repeatability: The communications infrastructure is an

protocol, IEC 61850.

approach that will provide communications in variable
terrain and urban density. It is not discriminative to the

Increased

Competition

and

Innovation:

FPP

vendor providers or the geographical locations of the sites

communications solution avoids the build out of a

and can therefore be applied to all GB distribution networks.

The

14 | Flexible Plug and Play Communications Platform – SDRC 9.3

3.2

Flexible Plug and Play: Communications Solution
The end-to-end IP-based communications infrastructure

to route to the preferred or alternate back-haul point where

solution is comprised of the following four key components:

it connects to UK Power Networks’ WAN. The back-haul

RF Mesh Network, Local Area Network (LAN), Wide Area

and connectivity to UK Power Networks’ WAN uses C&WW’s

Network (WAN) and the GridScape management tool. It is

MSP network. The MSP is an IP based network that provides

capable of IP encapsulation and transport of the IP-based

a proven, secure and high availability platform already in

protocols such as Distributed Network Protocol 3.0 (DNP3)

use as UK Power Networks’ core communications IP

and IEC 61850.

backbone network.

The communications solution uses RF Mesh technology as

Network visibility of the RF Mesh Network elements is

the primary connectivity between substations and the end

provided via web portal access to SSN’s GridScape network

FPP generator sites. The IP version 6 (IPv6) based RF Mesh

management solution (a management application provided

technology operates on sub-GHz radio spectrum, 870-876

as Software as a Service (SaaS) to UK Power Networks).

MHz, delivering the required propagation and performance
while supporting a practical data rate for current and future

Figure 1 depicts a high-level representation of the FPP

smart grid services.

communications solution:

All of the devices provided as part of the RF Mesh Network
have the ability to securely pass traffic between them and
Figure 1: High-level end-to-end IP-based communications infrastructure
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4

IP Communications
Infrastructure: Design
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4.1

Introduction
The design process brings together discrete design elements
that combine to deliver an end-to-end IP communications
infrastructure that will allow the IP encapsulation and
transport of traffic (including DNP3 and IEC 61850) to meet
the FPP project requirements. The IP-based communications
infrastructure is comprised of the following elements:
• WAN (Wide Area Network)
• Wireless Radio Frequency Mesh Network (RF Mesh Network)
• LAN (Local Area Network)
• GridScape Management Tool
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4.2

Requirements
The IP-based communications infrastructure was developed

to carry the required data protocols: DNP3 and the open

to support specific FPP project requirements for connectivity,

standard protocol IEC 61850.

coverage and availability. This includes the requirement

Table 1: Communications Solution Requirements
Requirements

Description

Node connectivity
to substations

Mesh connectivity to be provided to and between the following nodes within the FPP Trial Zone:
• Two 132/33kV Grid substations: March and Peterborough Central.
• Ten 33/11kV Primary substations: March; Southery; Farcet; Littleport; Funthams Lane;
Northwold; Wissington (British Sugar); Bury; Whittlesey and Chatteris.

Node connectivity
to the ANM solution

Smart Device
and End Device
Connectivity

The server for the ANM solution will be located centrally within UK Power Networks’ control
centre at Fore Hamlet, Ipswich. Therefore, mesh connectivity is required to the ANM server.
The communications solution design is to establish a LAN within each of the identified
locations to connect the RF Mesh Network to the proposed smart devices and end devices
using Ethernet connection:
• Ten 33/11kV Primary substations:
- Dynamic Line Rating (DLR): Four of the Primary substations that are part of the FPP
Trial Zone are expected to have a DLR deployed – Farcet, Funthams Lane, March and
Whittlesey.
- Automatic Voltage Control (AVC): Two of the Primary substations, March and Chatteris,
are expected to have an AVC device deployed.
- Quadrature Booster Control System (QBCS): The Primary substation, Wissington, will
have a Quadrature Booster transformer deployed on site with a control system.
• 33kV or 11kV interfacing substation:
- Local ANM controller: A generation controller will be installed to enable the ANM solution
to manage the generators’ export.
• Two 33kV distribution poles: Connectivity to the indicative distribution pole locations
within the FPP Trial Zone where the FUS are expected to be mounted.

GridScape Connectivity

An instance of the GridScape management system will be hosted at SSN’s Data Centre. Therefore,
connectivity is required to be established between the RF Mesh Network to the GridScape
instance.

18 | Flexible Plug and Play Communications Platform – SDRC 9.3

Requirements

Requirements

Coverage to
new generators

A canopy approach is to be taken in the design of the RF Mesh Network to provide coverage to
16 new generator locations (either a 33kV or 11kV interfacing substation) that are anticipated
to connect within the FPP Trial Zone. The 16 generator points of connection are indicative as the
connection requests are within UK Power Networks’ early planning process.
It should be noted that the existing 121MW of connected DG within the FPP Trial Zone will
not be connected using the communications solution as they will remain on their current firm
commercial and connection arrangements and therefore will not be actively controlled by the
ANM solution.

Extension

Low voltage (LV) distribution poles are to be used for extended reach-ability of the RF Mesh
Network and to enhance the mesh connectivity between the nodes.

Data Protocols

The FPP communications solution shall support at least the following protocols:
• DNP3 over IP
• IEC 61850
For clarity, the requirement for the communications solution is to support the Specific
Communication Service Mapping (SCSM) of IEC 61850 standard communications as defined in
IEC 61850-8-1:
• Core Abstract Communication Service Interface (ACSI) services, which shall be supported via
Manufacturing Messaging Specification (MMS) Protocol Suite support
• Time synchronisation services, which shall be supported via Standard Network Time Protocol
(SNTP) support
There is no requirement for the communications solution to support the following elements of
SCSM of IEC 61850 standard communications as defined in IEC 61850-8-1:
• Sampled Value (SV) messaging
• Generic Object Oriented Substation Events (GOOSE)
• Generic Substation State Events (GSSE)

Capacity

The RF Mesh Network is to be developed to support one second polling to meet the worst case
scenario of the data pull of the ANM solution.

Protection
Systems

The main focus of the FPP communications solution is the facilitation of ANM traffic; there is no
requirement for protection graded communications performance to be delivered by the RF Mesh
Network.
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4.3

Wide Area Network
The WAN design was focused on the establishment of

Internet Protocol Virtual Private Network (IPVPN) access
circuits to support the ‘back-haul’ and ‘front-haul’ network
functions of the communications solution.

• Peterborough Central Grid would be provisioned on-net
using new C&WW fibre capacity.
• New 2Mbits Virtual Route Forwarding (VRF) would need
to be provisioned into the existing WAN at UK Power
Networks’ control centre, Fore Hamlet, Ipswich.

The back-haul network includes:
• the communications connection between the RF Mesh

4.3.3 Design Process

Network and ANM solution for data exchange; and
• the management connection between the RF Mesh
Network and GridScape management application.
The front-haul network is:

The high-level WAN design process consists of a number of
distinct phases, which are outlined in Figure 2:
The summary of the WAN design process is as follows:

•  the provision of UK Power Networks’ user access to the
Phase 1: C&WW Capacity Planning

GridScape management application.

C&WW capacity planning tools (i.e. Mozart) were used
4.3.1 Design Tools

to determine the feasibility and cost assessment for the

The C&WW capacity planning tool, Mozart, was used to determine

provision of network connections at UK Power Networks’

the bandwidth capacity available at the Grid substations

Grid substations, identified as the IPVPN and RF Mesh inter-

identified as the IPVPN and RF Mesh inter-connect sites.

connect sites, by linking to current C&WW network inventory
databases and BT online services.

4.3.2 Design Assumptions
The following assumptions were applied in the WAN design

Phase 2: C&WW and OLO Site Survey

process for the FPP IP communications network:

Following the desktop capacity planning exercise C&WW or

• 2Mbit/s of IPVPN bandwidth required at the FPP IPVPN and RF

an Other Licensed Operator (OLO) e.g. BT working on C&WW’s

Mesh inter-connect sites, Peterborough Central and March Grid.

behalf carried out a physical site survey in order to identify

• March Grid would need to be provisioned off-net using
new British Telecommunications (BT) fibre capacity.

any local issues that may have an impact on the design
process. The results of the site surveys were fed back into the

Figure 2: WAN Design Process
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capacity planning process in order to be captured in the High

the “as built” final design state, and is therefore ready for

Level Design documentation.

customer User Acceptance Testing (UAT) before the network
is ready to be classified as being “in production” and ready

Phase 3: C&WW High Level Design Produced

for live services to be migrated to it.

The results of the capacity planning and site survey phase of
the WAN design are now incorporated into the High Level Design

4.3.4 Back-haul Network

documentation, which details the types of services being

The back-haul network that delivers the RF Mesh Network

provisioned and where they are to be physically connected.

data to the ANM solution, and provides the RF Mesh
management connection from GridScape includes the

Phase 4: Orders Placed and Network Build

following components:

Following both technical and project governance sign-off of the

• MSP IPVPN Service

High Level Design, the initial IPVPN services orders were raised.

• MSP access circuit(s) and CE router(s)

It is during this initial order generation that it is also identified

• Additional VRF access bandwidth from MSP into Fore Hamlet

where additional services will need to be provided via an OLO

• Internet Protocol Secure (IPSec) access bandwidth from MSP

(BT in the case of March Grid) which are then issued to the OLO

to the C&WW IPSec Gateway – SSN’s management traffic

to provide service back to a C&WW network inter-connect point.
Figure 3 provides an overview of the VRF design and how this
As these individual services are physically delivered and

integrates into UK Power Networks’ existing infrastructure.

commissioned, this is what is known as the “network build”
stage – e.g. installation of Customer Edge (CE) routers, which

Figure 3 shows the IPVPN service (UKPN_FPP_VRF1) that

upon completion will be handed over to UK Power Networks

has been provided into Peterborough Central and March

for service commencement.

Grid substations utilising C&WW’s new access circuits. These
were terminated with standard Cisco 2901 CE routers,

Phase 5: Service Change Request

presenting Ethernet connectivity to the RF Mesh Nodes at

Following the network build stage of the WAN design process

those locations.

there is an additional phase known as Service Change Request
(SCR). This allows the C&WW and SSN technical design team

In addition, connectivity was upgraded at the Fore Hamlet

to make additional customer specific changes (e.g. configuring

site for the FPP project’s ANM solution via a new Virtual

IP route summarisation on the routers at Peterborough Central

Routing and Forwarding (VRF) instance on the Multi Service

and March Grid) to the network under controlled conditions.

Access Bearers (MSAB) already installed at this site. As part of
the new design a 2Mbit/s FPP VRF was provided specifically

The SCR process is additionally used once the network is in

to keep UK Power Networks’ Supervisory Control and Data

the final design phase. This is to ensure that the appropriate

Acquisition (SCADA) production network and the FPP project’s

levels of technical governance are applied.

network logically separate.

Phase 6: Final Design

Furthermore a separate 2Mbit/s VRF instances - two separate

At this stage of the design process the network has reached

VRFs delivered in a hub and spoke configuration - have been
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provided for SSN management access (shown as the SSN

infrastructure that provides UK Power Networks’ user access

Management VLAN in Figure 3) to the RF Mesh Network

to the GridScape management application. This encompasses

(shown as the FPP VLAN in Figure 3). This additional VRF

both IPSec access and connections:

utilises the same physical 10/100 Ethernet port reserved for
FPP, and uses 802.1q with their associated VLANs via the UK

IPSec access to GridScape from the Corporate Network: The

Power Networks ANM solution’s Firewall.

front-haul network utilises UK Power Networks’ corporate
IPVPN and its existing connectivity to the Internet to establish

4.3.5 Front-haul Network

the new IPSec connection for UK Power Networks’ access to

The front-haul network is defined as the IP communications

the GridScape management server.

Figure 3: Back-haul Virtual Routing and Forwarding Design
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This connection provides access to GridScape to monitor

FPP data will traverse these links as these data flows are

the RF Mesh Network from a UK Power Networks user

contained within UK Power Networks’ FPP network, which

perspective. This link is not intended to provide management

terminates at Fore Hamlet.

access to the RF Mesh Network devices from SSN.
IPSec Connections: Figure 4 provides a conceptual view of the
Indeed, it should also be noted here that while new IPSec

two new IPSec connections; each IPSec connection provides

connectivity will provide access to/from the GridScape

a physically separate service and function which have been

application located in the United States of America, no

provided as part of the final FPP IP Communications network.

Figure 4: IPSec Conceptual Diagram
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4.4

Wireless Radio Frequency Mesh Network Design
4.4.1 Introduction
The RF Mesh Network element consists of a contiguous group

• Each device is responsible for keeping track of its

of RF Mesh Nodes to form an IPv6-enabled logical IP network

neighbours – other eBridges and Relays with which the

across the FPP Trial Zone. This section describes the RF Mesh

device can directly communicate. If a neighbour device is

Nodes and software that comprise the RF Mesh Network

unavailable, the device can communicate through one of

element of the IP-based communications infrastructure.

its other neighbours.
• An RF Mesh Node can have between 1 and 127 neighbours,

Specific features of the RF Mesh Nodes are outlined below:

any one of which may be the ‘next hop’ up to a Master

• The eBridges and Relays (and, for management traffic,

eBridge or Access Point that is the ‘take-out point’ for the

Access Points) automatically form a Layer 2 mesh network.

network. The RF Mesh Node will identify and register with

Devices can automatically communicate with each other

two valid take-out points. However, there can be multiple

by transparently hopping through other devices.

neighbours which will get it to the take-out point.

• Dual-stack, IP version 4 (IPv4) and IPv6 network

• The RF Mesh Network includes security measures based on

addressing. IPv4 is the network addressing currently in

widely used standards in the networking industry. These

use by UK Power Networks’ IT and SCADA network. IPv6

security measures can fit seamlessly into the policies and

is the network addressing for the management data

technologies that DNOs already use on their networks.

that provides the increased capacity to future proof the

• The RF Mesh Network supports both IP routing and raw

communications solution.

data transport.

• The RF Mesh Network has a dynamic and self-healing

• The RF Mesh Network equipment operates within the 870-

capability. As new devices come online and other devices

876MHz RF spectrum using an Ofcom development licence

go offline, the network adjusts, and routes converge on

and will use omni-directional antennas.

new destinations.

24 | Flexible Plug and Play Communications Platform – SDRC 9.3

4.4.2 RF Mesh Nodes
Access Point

eBridges

The Access Point (AP) provides connectivity between RF Mesh

eBridges are intelligent wireless routers for secure IP and serial-

Nodes and the remote Gridscape management application.

based, two-way, real-time communications between smart

The AP’s flexible communication features extend the reach and

devices/RTU and the management systems. eBridges are

coverage of the network to end points, and offer scalability

manufactured to perform one of two roles: Master or Remote.

that dramatically lowers the total cost of ownership. Since it
has a backup battery, the AP can reliably route manage tasks

•	A Master eBridge provides the connection or take out point
for the Remote eBridges to the management systems. The

– even during an outage – and it features robust security and

Master eBridge Ethernet port typically connects to the network

network safety.

leading to the back office or the electrical substation systems.

The APs were mounted internally within the Peterborough

• The Remote eBridges connect to the smart devices/

Central and March Grid substations and connected to the WAN

Remote terminal Unit (RTU) to provide connectivity back to

network via a hard-wired Ethernet connection. The APs act as

the Master eBridge. A Remote eBridge can use its Ethernet

an aggregation point for network management traffic only

port to connect to one or more smart devices/RTUs. All

and as such do not carry operational traffic to the UK Power

inbound and outbound traffic from the UK Power Networks

Networks ANM application.

ANM application passes through the eBridges.

Relay

CATT and FSU

The Relay acts as a repeater to extend network reach,

Communications Tester (CATT) is a software tool for

particularly when spanning over longer distances and around

configuring and diagnosing issues on RF Mesh Nodes. It runs

topographical obstacles. Relays are designated to be:

on a Windows-based PC or laptop and pairs with the Field

• Strategic for those to be installed in support of the design; or
• Tactical for unforeseen optimisation/remediation if required.
For the FPP project, Relays include a battery for backup
during power outages and in the main were deployed at LV
distribution poles.

Service Unit (FSU) depicted to the left for establishing mesh
connection. The FSU is a compact field device equipped with
SSN’s RF communications that provides the link between the
field tools and RF Mesh Nodes.
The FSU can be used by the DNOs field engineers and
technicians, for example, to wirelessly configure and
troubleshoot APs, Relays, and eBridges that are mounted on
DNO poles or other hard-to-reach locations.

Access Point

Relay

eBridge

Field Service Unit
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4.4.3 RF Mesh Design Process
The design of the RF Mesh Network was focused on

• Available RF spectrum is 870-876MHz

delivering reliable and robust communications. It was

• Radio power output – 1 Watt

developed to have multiple redundant paths to ensure
reliable communications even in the event of failure in an

4.4.6 Design Process

RF Mesh Node, isolated power outages and other continuity

The design process consists of distinct phases, specifically

events. Additionally, it was developed to be flexible in terms

ordered to arrive at an optimal placement of RF Mesh

of providing communications in variable terrain and urban

Nodes. In addition to the network design phases, the

density. Furthermore, consideration was given not only to the

network optimisation phase is crucial to ensuring the correct

FPP project’s current needs but future needs as the project

performance of the network. The distinct phases for RF Mesh

evolves to include new generator locations.

Network design are shown in Figure 5:

4.4.4 Design Tools

4.4.7 Initial Field Network Design

The RF Mesh Network was designed using MapInfo

The Initial Field Network Design is a draft placement of RF

Professional GIS software in conjunction with Google Earth

Mesh Nodes, taking into consideration:

Pro for visual analysis.

• performance requirements;
• RF signal propagation;

Propagation simulation was performed with Radio Mobile;

• physical topography and clutter; and

the land use/clutter data used has a resolution of 1km. This

• deployment strategies, and site restrictions and preferences.

tool calculates the performance of the link and path profile
between the RF Mesh Nodes.

This is a ‘first-cut’ network approximation to have a starting
point in determining RF Mesh Node install locations. The

4.4.5 Design Assumptions

reliability and accuracy of both the RF Mesh Node estimate

• Site survey data is accurate

and pre-survey mapping was dependent on the quality and

• Antenna mounted without obstruction for 360 degrees

depth of the gathered data. The pre-survey map is only

• 6 decibels (dB) gain omni antenna utilised on all devices

based on end devices density and coverage area and serves

Figure 5: RF Mesh Design Phases
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as an estimated RF Mesh Node count only, for scoping as well

• A re-run of the propagation model using less conservative

as for planning and executing the site surveys.

parameter values were also undertaken to provide an
example of variability of connectivity that could be achieved.

For the initial field network design, a series of propagation
studies were performed:

Table 2 presents the outputs of the initial field network

• The original propagation studies were performed utilising

design. The location data of the various connectivity and

very conservative parameters: modelling was performed

coverage requirements were collated using UK Power

at a very conservative confidence level (measure of

Networks’ electrical asset catalogue, Ellipse.

variability) of 80/70/70 (time/location/situation) and
number of retries set to zero.
Table 2: Initial field network design – RF Mesh Node Quantity
RF Mesh Node

Quantity

Remote eBridges

30

Install Location
10x 33/11kV Primary substation
2x 132/33kV Grid substation
16x Interfacing generator substation (33kV or 11kV substation)
2x 33kV poles

Master eBridges

2

2x 132/33kV Grid substation

Access Points

2

2x 132/33kV Grid substation

As the location of the end devices (Grid substations, Primary

Network to enable mesh connection to the anticipated new

substations and FUS) are fixed, the design concentrated on

generator and FUS locations when they are connected.

designing the best locations for the deployment of Relays.
The Relays will enhance the mesh connectivity between the

Relay numbers were determined during the initial design

fixed locations and extend the reach-ability of the RF Mesh

phase to be:

Table 3: Initial field network design – Relay Quantity
RF Mesh Node

Quantity

Install Location

Strategic Relays

14

14x LV distribution pole

Tactical Relays

6

6x LV distribution pole
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Figure 6 displays the RF Mesh Node and the Strategic Relay

deployed and will subsequently require mesh connectivity,

locations identified through the initial design process.

FUS-1 and FUS-2. Furthermore, the indicative locations of
the anticipated sixteen new generators that have been

It also illustrates the indicative fixed location of the 33kV

taken into consideration within the design, are identified

poles where the smart device, the FUS, is expected to be

by ‘NGI-X’.

Figure 6: eBridges and Relay sites
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Figure 7 depicts the modelled mesh links between the fixed

green link path indicates a strong performance level and the

nodes, the Grid and Primary substations and the determined

darker green is one that is marginally poorer. The link path

Strategic Relay locations.

depicted to be darker green has degraded in link quality due
to the increased distance between nodes.

The indication of link performance between the nodes is
represented by the link paths’ green shade – the lighter

Figure 7: Link Model with identified Relay sites
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Figure 8 depicts the coverage plots of the nodes within the FPP

It can be assumed that mesh connection could be achieved

Trial Zone and highlights the ‘canopy’ approach achieved for

easily if a new generator were to be installed within the green

the design of the RF Mesh Network.

area of the heat map and it could be the case if it were to
be located at the outskirts of the light blue area that a Tactical

The heat map represents the modelled signal strengths

Relay may be require to be deployed for extended reach-ability.

excluding variables such as environmental effects that may
impair mesh connectivity. It provides a visual representation of
the indicative signal strength rating of the RF Mesh Nodes and
therefore the likelihood of mesh connection success.
Figure 8: Heat Map with identified Relay sites

Key
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4.4.8 Enhanced Field Network Design

to network redundancy to ensure alternate paths are

The enhanced field network design phase is the development

available to an AP and also to the Master eBridges.

of the ‘to-be-built’ RF Mesh Network (both for current and

• Challenging conditions identified during the site surveys

future needs) using the initial field network design informed

– identify all problem conditions and identify alternative

by the results of the site surveys.

install locations to eliminate problem areas such as

The site surveys at the install locations of the Strategic Relays

locations to select.

areas with heavy foliage and limited LV distribution pole
and network analysis considered the following:
• Distance between eBridges and approved install locations
for the Strategic Relays.

The site surveys resulted in 13 of the 14 LV distribution pole
locations to be updated/optimised and for third party towers

• Alternate approved install locations – determine if other

to be considered.

DNO buildings and structures can be utilised for Relay
installations.

Table 4 presents the result of the enhanced design activities

• Network node coverage based on clutter model conditions.

and the RF Mesh Network built excluding the Tactical Relays

• Network redundancy – consideration must be given

which would only be considered within network optimisation:

Table 4: Enhanced Field Network Design – RF Mesh Node Quantity
RF Mesh Node

Quantity

Install Location

Remote eBridges

12

10x 33/11kV Primary substation
2x 132/33kV Grid substation

Master eBridges

4

2x 132/33kV Grid substation

Access Points

2

2x 132/33kV Grid substation

Strategic Relays

13

13x LV distribution pole and 1x C&WW tower

Tactical Relays

7

7x LV distribution pole
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Figure 9 depicts RF Mesh Network to meet the current and

change was that the tower provided additional vertical

future points for connection. The locations of the RF Mesh

height, which corresponded to improved link quality

Nodes are the same as shown in Figure 6, however the

between the RF Mesh Nodes.

differences were:
• Relay18 which had previously been designed to be

• Relay15 has been removed as this Relay was re-categorised
to be Tactical and therefore would not be initially built out

installed at an LV distribution pole was substituted for a

as part of the whole RF Mesh Network installation, unless

third party tower operated by C&WW. The reason for this

a need was identified during network optimisation.

Figure 9: eBridge and Relay sites
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Figure 10 depicts the modelled mesh links between the fixed

indicated link performance has improved, for example, there

nodes, the Grid and Primary substations and the updated

has been an increase in the lighter green paths and number of

Strategic Relay locations as part of the enhanced design

paths around Relay18, which indicates a stronger performance

process. Comparing Figure 10 to Figure 7, it can be seen that the

level; this was a direct influence of the relocation to a tower.

Figure 10: Link model with identified Relay sites
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Figure 11 illustrates the coverage plots of the nodes within the

the green area of the heat map has extended around Relay18

FPP Trial Zone with the change in the Relay18 install location

and therefore has provided a stretch in the communications

and re-categorisation of Relay15. Comparing Figure 11 to Figure

coverage within the FPP Trial Zone where it can be assumed

8, the heat map illustrates that mesh connection success within

mesh connection for new generator instalments could be easily

the RF Mesh Network ‘canopy’ has improved. For instance,

achieved without the need for Tactical Relay deployment.

Key

Figure 11: Heat Map with identified Relay sites
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4.4.9 RF Mesh Network Optimisation
Network optimisation is the final stage in the deployment of

consideration for this Relay not performing as expected was

the RF Mesh Network. The purpose of the optimisation is to

due to it being installed at an LV distribution pole that was on

ensure reliable and robust operation of the RF Mesh Network

low-lying ground in comparison to the surrounding RF Mesh

as well as documenting a baseline performance that can be

Nodes deployed. Therefore, for improved performance, it

used to predict trends and re-optimise the network as the FPP

was decided that the Relay should be relocated.

solution footprint changes in the FPP Trial Zone. This process

• Additionally it was identified that the antenna for the

sometimes calls for the relocation or possible placement of

Remote eBridge at Northwold Primary substation should

additional RF Mesh Nodes.

be moved higher and facing west to avoid the shadow of
the wooden pole that the antenna had been installed on.

The network analysis that drives this phase is typically focused
on endpoint parameters: hop count, and AP loading and AP

4.4.10 Final Field Network Design

and Relay utilisation. The network optimisation is designed to

The final field network design is carried out post installation

check all aspects of the RF Mesh Network design to ensure

and optimisation of the RF Mesh Network.

reliable and robust operation, following:
• Initial health and performance check

Based on the results from the network optimisation activities,

• Connectivity tests

a site survey was undertaken for the relocation of Relay7.

• Complete adjustments

The change in location is shown in Figure 12.

• Perform final optimisation
The antenna at Northwold Primary was moved higher and faced
The network optimisation involves connectivity tests to

west. This repositioning resulted in an improved signal level to the

validate the health and performance of the mesh links

neighbouring RF Mesh Nodes and the acquisition of additional RF

and the successful connection between nodes. As a result

Mesh Nodes, increasing overall network redundancy.

of such tests, the network design may be optimised by
three adjustments:

The design tools were used to analyse the impact of the

• Deployment of additional Tactical Relays within the FPP Trial

relocation of Relay7 and adjustment to Northwold Primary’s

Zone to realise the connectivity required.
• Relocation of Strategic Relays to improve mesh links
between end points.
• Relocation of antennas to be in agreement of the assumption:

antenna on the link model and heat maps. As the changes
were minimal, there was little change on the output of the
design compared to the results obtained from the enhanced
field network design.

Antenna mounted without obstruction for 360 degrees.
Figure 13 depicts the same install locations of the RF Mesh
Two items of optimisation were identified post installation of the
FPP RF Mesh Network through the connectivity tests undertaken:
• It was identified that Relay7 was not performing as
expected; it was only providing a communication link to
one node when it should be supporting at least two. The

Nodes as in Figure 9, with the adjusted position of Relay7.
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Figure 12: Network Optimisation: Relocation of Relay7

Figure 13: eBridges and Relay sites on Google Earth
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Figure 14 depicts the modelled mesh links between the fixed

in link paths denoted with a light green shade. Additionally,

nodes, the Grid and Primary substations and the Strategic Relay

there has been an increase in the number of mesh links from

locations. Comparing Figure 14 to Figure 10, the indicated link

it to its neighbouring RF Mesh Nodes improving the overall

path performances from Relay7 has improved with an increase

redundancy of the RF Mesh Network.

Figure 14: Link Model with identified Relay sites
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Figure 15 depicts the coverage plots of the nodes within

illustrates an increase in the green/yellow area around Relay7,

the FPP Trial Zone with the amended location at Relay7 and

which indicates an increased likelihood that mesh connection

height and direction change for the antenna at Northwold

could be more easily achieved if a new generator were to be

Primary. Comparing Figure 15 to Figure 11, the heat map now

installed within that area of the FPP Trial Zone.

Key

Figure 15: Heat Map with identified Relay sites
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4.5

Local Area Network
A new VLAN is established within each of the identified Grid

VLAN is achieved using an integrated Layer 3 switch module

substations – Peterborough Central and March Grid – to connect

(HWIC-4ES) within the Cisco 2901 router to connect the Master

the RF Mesh Nodes to the IPVPN back-haul network. The new

eBridges and Access Point, as shown in Figure 16:

Figure 16: Conceptual LAN Diagram
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4.6

GridScape Management Application
To manage the RF Mesh Network the web-based network
management application, GridScape, was deployed. This
application is the central management tool that will provide
the following functions:
• Centralised management of the RF Mesh Network for
remote and active configuration of the RF Mesh Nodes.
• Visualisation of the geographic location of RF Mesh
Nodes (via Google Earth/Maps) and full awareness of the
underlying telemetry network.
• Complete access to real-time and historic network statistics
of the RF Mesh Network.
• Report/signal a given problem or fault with the network.

40 | Flexible Plug and Play Communications Platform – SDRC 9.3

4.7

End-to-end Solution
The above elements combine to deliver an end-to-end

encapsulation and transport of traffic (including DNP3 and IEC

IP communications infrastructure that will allow the IP

61850) between network nodes:

Figure 17: High-level end-to-end communications solution
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5

Training
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5.1

Field Training
The training sessions were instrumental in developing the
FPP communications solution and project to an approach
that can be wrapped into a business-as-usual service. This
was achieved through the correct identification of internal
key players. The training provided included Field training and
GridScape training.
The engineers who received training were those who were
responsible for installing, configuring and/or monitoring the
RF Mesh Network component of the communications network.
The training provided a good understanding of the RF Mesh
Nodes and a high-level knowledge of the factors that need
to be considered when planning the RF Mesh Network. The
training also provided ‘on- the-job’ training that focused on the
installation of the RF Mesh Nodes. The teams involved in the
training and their responsibilities were:
• Network Operations: installation of relays at LV distribution
poles
• Operational Telecommunications: installation of eBridges at
Grid and Primary substations
It should be noted that the AP installation and antenna
infrastructure for connection to each RF Mesh Node was
undertaken by a subcontractor. Connection and configuration
were undertaken by Operational Telecommunications.
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5.2

GridScape Training
Two sessions were provided. Session one provided UK Power

Networks with an overview of the GridScape functionalities.
Session two was more ‘hands on’ and provided:
• An overview of the RF Mesh Network
• An introduction to GridScape workflows (including creating
users, devices, setting up jobs and running reports)
• A description of troubleshooting and configuration
management through GridScape
Furthermore, as the network was being deployed it was
possible to demonstrate how to create networks, to configure
and to push configurations to the RF Mesh Nodes.

6

IP Communications
Infrastructure:
Installation
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6.1

Introduction
The installation and commissioning process combined all
design elements – WAN, RF Mesh Network and LAN – to
deliver an end-to-end IP-based communications infrastructure.
The installation and commissioning elements can be
summarised as follows:
Wide Area Network: The WAN elements of the solution were
installed and commissioned in line with C&WW standard
provisioning processes including the use of third party (BT)
circuits. Installation was carried out by C&WW field services
engineers.
C&WW, in conjunction with UK Power Networks and SSN, also
established the means to provide IPSec connectivity between
the RF Mesh Network and the GridScape application.
RF Mesh Network: The eBridges were installed by UK Power
Networks’ engineers and the AP and antennas by UK Power
Networks’ subcontractors.
Local Area Network: A new VLAN was established within
each of the identified Grid substations, using an integrated
Layer 3 switch module within the Cisco 2901 router to connect

the Master eBridges and AP. Installation was carried out by
C&WW’s field services engineers; cabling was undertaken by
UK Power Networks’ engineers.
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6.2

Wide Area Network
As part of the FPP project, C&WW installed IPVPN Equipment
and an access circuit at both the Peterborough Central and
March Grid substations. The access circuit at both sites were
terminated with a standard Cisco 2901 MCPE router and
Network Termination Point, which is housed within a cabinet.
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6.3

Wireless Radio Frequency Mesh Network
Installation guidelines were provided during the field training
and the installation layout at Peterborough Central Grid and
March Grid is shown in Figure 18:

Figure 18: Install Arrangement at a Grid substation
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Figure 19 depicts the installation layout for each of the

The relays were installed on the LV distribution poles using

Remote eBridges:

mounting arms and mounting kits.

Figure 19: Install Arrangement at a Primary or interfacing substation
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6.4

GridScape Management Application
The Gridscape environment which has been created for UK

The VMware host is deployed in a VLAN dedicated to this

Power Networks is hosted in SSN’s co-location data centre in

environment. The VLAN is isolated from other networks by

San Diego, California. The second data centre is located in Las

a Network Address Translation (NAT) firewall. Access to the

Vegas. Both locations are interconnected and both connected

environment is allowed only by Virtual Power Network (VPN)

to the Internet using RFC concentrators.

from a mutually agreed upon (between UK Power Networks
and SSN) source IP. The DB is presented to the application

The application and supporting database engine are hosted

server on a dedicated IP in this same VLAN.

on a single dedicated VMware host. Additionally this host
contains a dedicated Domain Name system (DNS) service –

This environment is monitored 24/7 by SSN’s Network

called “registrar” or “reg” – to maintain the IPv6 addresses

Operations Centre (NOC).

of field devices serviced by the application. The database is
housed on a Redundant Array of Independent Disks (RAID) 10

Figure 20 depicts the network diagram of the GridScape

storage device attached to the Data Base (DB) server.

management application.

The virtual hosts are running “Red Hat Enterprise Linux Server
release 5.7 (Tikanga)”.
Figure 20: GridScape Network Diagram
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7

IP Communications
Infrastructure:
Testing
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7.1

Introduction
Testing is an integral part of the commissioning process, and it
has a fundamental relationship with the design process. Each
component of the test regime was used to specifically address
the functionality and capability under lab and field conditions.
Additionally a full set of end-to-end testing was performed
on the RF Mesh Network and IPVPN infrastructure, which was
witnessed and approved by UK Power Networks.
The acceptances testing of the IP communications infrastructure
comprised:
• WAN testing
• RF Mesh testing
• IEC 61850 communication trials

7.2

Wide Area Network Testing
As part of the WAN testing, MSAB testing was executed. MSAB
is a link that enables C&WW to connect from the customer
site to C&WW MSP network to deploy multiple services, e.g.
Ethernet Wireline & IPVPN Quality of Supply (QOS).
The tests were performed prior to the IPVPN access circuits
being handed over to UK Power Networks.
All tests performed were successful and the circuits were
brought into production.

52 | Flexible Plug and Play Communications Platform – SDRC 9.3

7.3

RF Mesh Network Testing
Testing of the RF Mesh Network was in two phases: RF Mesh

The differences between the sub-set and end-to-end

acceptance testing and IEC 61850 tests.

acceptance tests were:
• For the demonstration of firmware upgrade, the sub-set

7.3.1 RF Mesh Testing

was performed locally and for the end-to-end tests they

The RF Mesh Network acceptance tests were executed at two

were executed remotely.

key points in time:

• Furthermore, additional tests were performed as part of

• A sub-set of acceptance tests were executed in the field

the end-to-end tests, which were: hub site redundancy test

in January 2013, once connectivity to one of the Grid

(Master eBridges failover), Access Point failover; self-healing

substations was available (Peterborough Central Grid) and

of the RF Mesh Network, bandwidth capacity tests and the

several of the Remote eBridges had been deployed.
• The end-to-end acceptance tests were executed in February
2013, once all installations of the IP communications

availability of the RF Mesh Nodes.
• A new architecture with the Remote eBridges dynamically
associating with any of the four Master eBridges.

infrastructure had been completed.
Results of the end-to-end tests were:
These acceptance tests were executed to ensure that the

• Functionalities: Firmware upgrade, remote job scheduling,

end-to-end communications solution, including the RF Mesh

on-demand date retrieval, hop count and lowest cost

Network, met or exceeded the expected performance criteria

preference were demonstrated.

set out in the test specification. Wherever possible the tests

• Reconvergence: Both the Master eBridge and Remote

were conducted with the maximum number of RF device

eBridge were able to re-converge after simulated failures.

hops, to test performance in the worst case scenario.

• Dual Redundancy: On a failure of each hub site, the
associated devices were seamless migrated to another,

In essence, the set of performance tests was designed to test

illustrating the Remote eBridges dynamic capability to

the overall FPP communications solution on various parameters,

associate to any of the four Master eBridges.

such as latency, bandwidth, congestion, corruption, overload,

• Latency and Throughput: The latency and data throughput

failover and redundancy. The two sets of RF Mesh Network

have exceeded the set specification criteria for the project.

acceptance tests included the following criteria:

Specific data on the latency performance will be released

• Master eBridge re-convergence

at a later stage of the project.

• Remote eBridge Acquisition
• Demonstrate firmware upgrade functionality

7.3.2 IEC 61850 Testing

• Deterministic routing, which is the demonstration that the

Testing consisted of IEC 61850 Lab Tests and IEC 61850 Field Tests:

Remote eBridge prefers the lowest cost to and hop count to
the Master eBridge

IEC 61850 Lab Tests

• Master and Remote eBridge device latency

Functional verification of the RF Mesh Node’s ability to pass

• Frame error rate (Layer 2), which also shows the data

simulated IEC 61850 traffic was successfully performed. The

success rate
• Demonstrate remote job scheduling and on-demand data
retrieval using the GridScape management application

lab tests were functional in nature and explicitly did not
include performance tests such as congestion, corruption,
overload or failover.
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The test was performed using a simulated IEC 61850 client

All tests were passed successfully, with the GetDirectory pulling

and server. These were implemented using two laptops –

back a full model of the remote server’s data definition,

one running Triangle Microworks (TMW) Version 3.1.14.0

GetDataValues correctly retrieving discrete values from the

Hammer as client and the other the Anvil as server. Network

remote server, and exception based reporting demonstrating full

connectivity between the Master eBridge and Remote eBridge

ability to send back data across the RF Mesh Network to an IEC

was through an 870.2-875.8 MHz RF Mesh link. The tests

61850 client from an IEC 61850 server. SNTP time updates also

configuration also included a switch and a packet sniffer, as

successfully occurred in parallel with several of these operations.

depicted in the configuration Figure 21.
Five tests were performed:
1. GetDirectory discovery of data components on a remote server
2. Periodic GetDataValues polling of data
3. Progressively more rapid GetDataValues polls of data to
demonstrate multiple reads per seconds
4. Exception Based Report in which data was sent from the
simulated IEC 61850 Server to the simulated IEC 61850 client
5. A combined test of polling, exception based reporting, and
SNTP time updates of an RTU

Figure 21: IEC 61805 Lab Test Set-up
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IEC 61850 Field Tests
The IEC 61850 Field Tests were executed at the same key

within the forecast parameters; the difference being the

points in time as that of the RF Mesh Network Tests. The

test environment, which is depicted in Figure 22 – the TMW

same five tests were run to those executed within the IEC

Anvil test laptop was connected in behind different Primary

61850 Lab Tests and all were successfully completed

Remote eBridges dependant on the test being performed:

Figure 22: IEC 61850 Field Test Environment
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8

Learning Outcomes
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Learning Outcomes
The process of designing, installing, commissioning

involved the connection of the eBridge (Master and Remote)

and testing the IP-based communications infrastructure

and configuration check after the required antenna and

generated several key learning outcomes and firsts for UK

power supply infrastructure was in place. The only additional

Power Networks and the project partners, C&WW and SSN.

requirement at the Grid substation was the prerequisite that
the WAN had been commissioned.

Design and install of the FPP communications solution:
• Visibility of the design stages for the production of the overall

• An appreciation was gained on the use of a remotely provided
SaaS solution for the management of communications.

communications solution allowed for an increased understanding

• An understanding of the routing within a combined RF

of how the IP-based communications infrastructure operated. This

Mesh Network/MSP IP-based communications solution.

led to the refinement and enhancement of the communications

• Learning on how to set-up support arrangements and

solution to meet the requirements and optimise the technical

a dedicated service desk function to assist with the on-

approach for the FPP project.

going management of the communications solution. This

• As part of the design stages for the RF Mesh Network,

included generating and testing fault notices to ensure

site surveys were undertaken to select an optimal

the relevant work party amongst UK Power Networks

install location for the Relay. This was an integral phase

and C&WW would be correctly identified and mobilised to

to undertake as 13 of the 14 install locations identified

investigate and remedy the fault.

in the initial desktop survey were amended due to the
site survey results showing unfavourable environmental

IEC 61850 communications trials using IEC 61850 simulators:

conditions likely to cause a negative impact on the

• The experience in developing an IP-based communications

performance of the communications solution.
• The

installation

of

the

IP-based

communications

infrastructure generated knowledge and up skilling within
UK Power Networks’ Network Operations and Operational
Telecommunications departments.
• The learning generated through involvement in the

infrastructure capable of sending data packets using
the open standard IEC 61850 protocol generated new
knowledge and skills amongst all parties.
• IEC 61850 Lab Tests: The RF Mesh Network component
successfully passed all functional verification lab tests to
prove its ability to pass IEC 61850 traffic.

design and install phase of the FPP communications

• IEC 61850 Field Tests: Two test phases were executed using

solution, informed our preparations for the solution to be

IEC 61850 simulators at various locations within the FPP

deployable as a business-as usual service. This was further

Trial Zone as part of a sub-set of acceptance tests and end-

supported by specifically targeting the UK Power Networks

to-end tests. The tests confirmed that the communications

departments for training that would own, manage and

platform was and is capable of trafficking IEC 61850.

maintain the solution going forward.
• It was apparent through the first-hand experience of
installing the RF Mesh Network that the communications

A number of firsts have been realised in delivering the FPP
communications infrastructure:

solution could be flexibly deployed within short timescales.

• The UK’s first Primary and Grid level smart grid RF Mesh solution

For instance, the Relay, which is installed at a LV distribution

• UK Power Networks’ first deployment using the smart grid

pole, can be pre-assembled before going to site. Furthermore,
the arrangement at the Grid and Primary substations simply

standard, IEC 61850, to and between substations
• C&WW’s first smart grid deployment
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9

Conclusion
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Conclusion
The

FPP

communications

solution

-

an

IP-based

involved in installing, configuring and managing the

communications infrastructure that incorporates the Wide

IP-based communications infrastructure. Also, business

Area Network, RF Mesh Network and Local Area Network

support systems and a service desk function was set-up

- was successfully developed to meet the FPP project

for the on-going management and maintenance of the

requirements and installed in February 2013.

communications solution.

The communications trials using IEC 61850 simulators

Overall, the FPP project successfully met the assigned SDRC

within the FPP Trial Zone demonstrated that the IP-based

9.3 for the ‘Communications Platform’ workstream, which

communication infrastructure was and is capable of

was to install and commission an IP-based communications

trafficking the open smart grid standard, IEC 61850.

solution across the FPP Trial Zone by Q1 2013 and demonstrate
through IEC 61850 trials that the end-to-end communications

A reliable and robust communications solution was

solution was and is capable of trafficking IEC 61850.

developed due to the RF Mesh Network’s topology and
many-to-many connections to allow for self-healing. It can

The next phase of the project will seek to demonstrate that

be scaled up in a timely and cost-effective manner and

the FPP communications solution can support IEC 61850 traffic

be built up to cover any area of the distribution network.

from the ANM solution and smart devices, instead of simulated

This is due to the RF Mesh Network’s connectivity and

IEC 61850 traffic. This will also exhibit if FPP can integrate smart

geographical coverage that can easily be extended through

devices from multiple vendors on a common platform.

the deployment of additional RF Mesh Nodes at required
locations. This supports the FPP objective to connect new DG

Furthermore, the communications solution will be trialled to

developers onto the distribution network within the FPP Trial

demonstrate its ability to facilitate the data exchange and

Zone using an active ‘fit and flex’ approach.

control capability of the ANM to implement the technical
and commercial solutions in real time to manage network

Furthermore,

the

successful

establishment

of

data

constraints. Thus enabling alternative smart connection

connectivity using IEC 61850 will address the challenge

solutions to be trialled in order to facilitate, accelerate

of interoperability when integrating multiple technology

and cost optimise the connection and operation of DG in a

vendors’ smart devices and applications into the distribution

constrained distribution network.

network. This avoids the build out of a proprietary vendor
IP-based communications infrastructure and in doing so
reduces the reliance on a limited number of technology
providers and proprietary systems. This will foster increased
competition and innovation amongst the technology
providers and improve the security of the DNOs supply chain.
Preparations were made for the FPP communications
solution to be developed and implemented as a businessas-usual service. Key staff were trained that would be
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