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1

Executive Summary

The Kent Active System Management (KASM) project carried out a range of innovation trials to demonstrate more
advanced operational and planning techniques for the 132kV and 33kV networks in East Kent, located in the South
Eastern Power Networks (SPN) licence area. One of these techniques is Contingency Analysis (CA). CA is a valuable
tool with which to predict the effect of outages on assets (e.g. failures of overhead lines or transformers), allowing
engineers to take action to keep the distribution network secure and reliable. Under the KASM project, UK Power
Networks has trialled the use of real-time CA and forecasting techniques on Great Britain’s (GB) electricity distribution
network for the first time.
CA enables grid operators to move away from worst-case scenarios during operation and planning, thus reducing the
need for generation curtailment and releasing additional capacity for new connections onto the distribution network, in
line with the key criteria set out in the Project Direction at the beginning of the project. However, introducing new
capabilities like CA into an organisation requires changes to existing systems, processes and policies and affects the
day-to-day activities of many stakeholders. New roles emerge and existing roles and associated responsibilities change.
This report documents the work of the project team to complete Successful Delivery Reward Criterion (SDRC) 9.6
(Development of business design to incorporate contingency analysis as business-as-usual by the end of December
2017) for the following use cases:




Control Room – monitor the network in real time, identify and mitigate harmful contingencies
Outage Planning – carry out outage checks to confirm the feasibility of planned network outages
Infrastructure Planning – manage new load and generation connections on the 33kV and 132kV networks

Two tools have been developed to realise these use cases: a Contingency Analysis System (CAS) which includes state
estimation and power flow calculations, and a Forecaster Module (FM). Building on the results from the trials, which have
demonstrated the benefits of using CA and forecasting modules, the team have identified insights and lessons in a
number of business areas (see below) that have informed the BAU design:





Data Management
Solution Architecture
Operations and Maintenance
Product Roadmap






Security
Processes and Policies
Backlog Items
Solution Ownership

Detailed process descriptions have been created for the three use cases that leverage the benefits from the CAS and
the FM. These have been augmented with three additional process descriptions related to data quality, which is of
growing importance for grid operators as they become ever-more reliant on software solutions to manage increasingly
complex power flows on their networks.
This report identifies the areas of a Distribution Network Operator (DNO) that are impacted by the introduction of CA and
forecasting, and outlines the system, policy and process changes that would be required to incorporate CA and
forecasting as part of its BAU operation.
The CAS and the FM will not fundamentally change existing business processes in the control room; the tools will support
existing processes, allowing control engineers to understand network risk under various contingency scenarios. This
improved understanding will allow control engineers to move away from reacting to faults as they occur in real time to an
environment where engineers can be more proactive in managing the network to mitigate the impact of future faults.
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When analysing the outage planning process, the FM is expected to have the largest impact on the existing business
process. Outage planners will utilise the outputs from the FM under varying timescales to reduce curtailment. It may
require planners to run more studies closer to real time to achieve the required benefits.
Since the start of the project, in January 2015, the business process for analysing new infrastructure generation
connections in East Kent has changed significantly. More recently, the area is only accepting non-firm flexible
connections, which may require constraints under various network conditions. The outputs from the CAS and the FM will
inform what critical contingency scenarios should be analysed during the flexible connection assessment process.
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2

Definition of Terms

Term
AD
ANM
API
ARB
BAU
BSI
CA
CAS
CE
CIM
CSA
CSI
DER
DIR
DMS
DNO
DPF
DSO
EHV
ENA
ENTSO-E
EPN
FM
FTP
GC
GE
GSP
HV
ICCP
IIB
IIP
IP
IS
IT
IT/OT
KASM
LA
LPN
LV
MDM
MSI

Definition
Active Directory
Active Network Management
Application Programming Interface
Architecture Review Board
Business as Usual
Bigwood Systems Inc.
Contingency Analysis
Contingency Analysis System
Control Engineer
Common Information Model
Control Systems & Automation
Control Systems Infrastructure
Distributed Energy Resource
Data Issue Register
Distribution Management System
Distribution Network Operator
Distribution Power Flow
Distribution System Operator
Extra High Voltage
Energy Networks Association
European Network of Transmission System Operators for Electricity
Eastern Power Networks plc
Forecaster Module
File Transfer Protocol
Generation Customers
General Electric
Grid Supply Point
High Voltage
Inter-Control Centre Communications Protocol
IBM Integration Bus
Interactive Innovation Procedure
Infrastructure Planner
Information Systems
Information Technology
Information Technology/Operational Technology
Kent Active System Management
Look Ahead
London Power Networks plc
Low Voltage
Master Data Management
Microsoft Installer
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MW
NG
NIC
Ofgem
OP
PKI
PMO
PMU
PTU
PV
REST
RIIO
RT
RTU
SCADA
SDRC
SGD
SICCP
SPN
TSO
UI
WAN
XML

Mega Watt
National Grid
Network Innovation Competition
Office of Gas and Electricity Markets
Outage Planner
Public Key Infrastructure
Project Management Office
Phasor Measurement Unit
Program Time Unit
Photovoltaic
Representational State Transfer
Revenue = Incentives + Innovation + Outputs
Real-Time
Remote Terminal Unit
Supervisory Control And Data Acquisition
Successful Delivery Reward Criterion
Smart Grid Development
Secure Inter-Control Centre Communications Protocol
South Eastern Power Networks plc
Transmission System Operator
User Interface
Wide Area Network
Extensible Mark-Up Language
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3

Introduction

3.1

The KASM Project

The Kent Active System Management (KASM) project aimed to carry out a range of innovation trials to demonstrate
more advanced operation and planning techniques for the 132kV and 33kV networks in East Kent, located in the South
Eastern Power Networks (SPN) licence area. It is envisaged that the project will deliver benefits that will span across
various areas, including the enablement of low carbon generation, the deferral of capital-intensive reinforcement projects,
and improved reliability of the network.
The last few years have seen several Grid Supply Points (GSPs) come under pressure from the level of generation
exporting their power onto the electricity transmission network. The resulting reverse power flows represent an
unconventional shift in the way the grid was originally designed to operate. In this new realm, sections of the network are
not only supplying their own demand but are also exporting the surplus onto the transmission system several times a
year.
The East Kent area used by the project contains four GSPs (of approximately 350 nationwide), and a fifth is being
established in the area. It currently requires 34 contingency scenarios to be analysed in order to understand the network
fully. The significant uptake of wind and solar generation in recent years, due to government incentives, and the presence
of interconnectors connected to the transmission system, increases the number of generation patterns that need to be
analysed. There is no longer a simple ‘day of highest winter demand' and 'day of lowest summer demand'; there is more
variation and hence a greater requirement to monitor all contingencies, and a growth in the number of GSPs affected.
CA is a valuable tool with which to predict the effect of outages on assets (e.g. failures of overhead lines or transformers),
allowing engineers to take action to keep the distribution network secure and reliable. Under the KASM project, UK Power
Networks has trialled the use of real-time CA and forecasting techniques on Great Britain’s (GB) electricity distribution
network for the first time. It is also the first trial to use a coordinated data exchange with the electricity transmission
network.
KASM addresses and demonstrates the value of the CAS and the FM in operational and planning timeframes on the
network in East Kent, delivering conservatively estimated net benefits of £0.4m for the project trial area. Replicating this
method across GB could conservatively provide net benefits of over £62m over the lifetime of the 45-year investment,
when compared to traditional approaches.
Introducing new capabilities like CA into an organisation requires changes to existing systems, processes and policies
and affects the day-to-day activities of many stakeholders. New roles emerge and existing roles and associated
responsibilities change.
This report documents the work of the project team to complete Successful Delivery Reward Criterion (SDRC) 9.6 and
describes the development of the business design to incorporate CA as BAU. It has been developed from interviews and
discussions with internal and external stakeholders (see Section 4), who kindly offered their perspective on the value of
CA and the FM in general, the CAS solution and lessons learned from the KASM project. It also builds on insights from
previous BAU implementations in UK Power Networks.
Total funding for the project is £3.9m, with £3.4m secured from Tier 2 funding under the Low Carbon Networks Fund
(LCNF). The remaining funding was provided by UK Power Networks (£450k) and its project partners (£50k).
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“There has never been a more exciting time to work in the industry because of the various different innovative
projects that are making their way into the business. It’s important that Ofgem continues to encourage the
industry to think more innovatively and share “lessons learnt” from projects within the UK, because the days
of the traditional network reinforcement/replacement to create capacity are long gone.”
UK Power Networks Employee

3.2

UK Power Networks’ Interactive Innovation Procedure

UK Power Networks recognises the importance of continuous structured innovation as it transitions from a traditional
DNO into a Distribution System Operator (DSO) role. To ensure innovations are successful, disseminated throughout
the organisation and provide measurable value, UK Power Networks has developed an Interactive Innovation Procedure
(IIP) which describes the end-to-end innovation journey, from idea generation to the idea becoming a reality and making
UK Power Networks’ service more reliable. The five-step procedure provides innovators with the tools and knowledge to
help them contribute to UK Power Networks’ vision of being the “Most Innovative DNO”.
The five steps which make up the IIP are shown in Figure 1 below. This process is underpinning successful innovation
delivery at UK Power Networks.
Figure 1 – High-level description of UK Power Networks’ IIP

Idea Review

Idea
Development

Delivery

Handover and
Closure

Deploy and
Track

The roll-out of the KASM solution into BAU is covered by the Handover and Closure stage of the procedure, as indicated
in Figure 1 above. The IIP design and its implementation post-date the KASM project and as a result the original project
plan did not account for all actions described in the Handover and Closure phase as prescribed by IIP; these will be
progressed as close down activities in Q1 2018. The necessary steps for successful innovation delivery that were not
part of the original project plan are identified below, together with any remedial steps required for a successful transition
to BAU.
3.2.1 Handover
In the Handover step final project execution activities are completed and a Handover document is prepared to agree
responsibilities with the BAU Solution Manager(s). The BAU Solution Manager(s) is responsible for realising and
reporting the solution’s benefits and is supported by the Innovation Project Management Office (PMO) to ensure the
timely collation of information for Ofgem regulatory submissions.
Although the Handover step is not included explicitly in the original KASM plan, steps are taken to ensure the outlined
process is followed as closely as possible. These are:


Identification of the BAU Solution Manager(s) – the BAU Solution Manager(s) will vary depending on the maturity
of the solutions developed1: For the Inter-Control Centre Communications Protocol (ICCP), the BAU owner is

1

The KASM project is delivering multiple solutions that can be used independently and will be rolled out as BAU
separately; therefore, multiple BAU Solution Managers may be identified.
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the Control Systems & Automation (CSA) team. For the CA and the FM, the BAU owner will be the Smart Grid
Development team whilst further development/decoupling is undertaken. Once these solutions mature, BAU
ownership will transfer to the Smart Metering and Smart Grid Control Manager
Provide details of how smart solutions provide savings to UK Power Networks’ customers as part of the Revenue
= Incentives + Innovation + Outputs (RIIO) regulatory framework – a benefits-tracking framework for the KASM
E6 tables is being developed with the BAU Solution Manager(s). This framework will be defined by the end of
the project so that benefits can be captured in 2018
Develop the Innovation Handover Document with the BAU Solution Manager(s). This document will be largely
based on this SDRC document, augmented with specific resourcing and implementation time lines information

3.2.2 Project Closure
This is the final step of the project phase, requiring a review of project delivery, performance, lessons learned and a
completion of financial closure activities in preparation for Gate D review. Gate D is a governance gate which confirms
the innovation project has closed and the solutions are now the responsibility of the BAU Solution Managers. For Low
Carbon Networks Fund (LCNF) projects, a close down report is submitted to Ofgem. For KASM, these activities will be
undertaken by the Project Lead and the PMO in Q1 2018, in line with what is described in the IIP. Following publication
of the close down report, the project team will host a final learning event for stakeholders in April 2018.
3.3

Three Distinct Use Cases for CA

The CAS is used for three distinct use cases, which are referenced throughout this document. These use cases
correspond to different business areas that are affected by the introduction of CA and are characterised by different
timescales of responsibility for network management (see Figure 2 below). They also leverage different components of
the CAS.




The control room engineer operates the distribution network in real time
The outage planner is typically looking at the network within the next 1-14 days
The infrastructure planner is looking at the network in timescales that are months and often years ahead

The use cases are outlined below. As part of preparing this report we engaged with stakeholders to identify additional
use cases for CAS; none were identified.
Figure 2 – Timescales of responsibility for network management
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3.3.1 Control Room
The role of control room engineers is to monitor the network in real time, identify and mitigate harmful contingencies,
issue and manage safety permits to staff working on the network and respond to faults by reconfiguring the network (see
Figure 3 below). The control room engineers use General Electric’s (GE) PowerOn Distribution Management System
(DMS) to perform their day-to-day task of managing and controlling the network.
Figure 3 – UK Power Networks’ control room in Fore Hamlet

Using outputs from the CAS, control room engineers will be alerted to future harmful contingencies in real time. This
capability will help them move from a reactive response to a proactive one, which in turn will improve reliability of the
network.
3.3.2 Outage Planning
The role of outage planners is to carry out outage checks to confirm the feasibility of planned network outages. These
checks are carried out through power flow studies conducted with the application PowerFactory and other necessary
supplementary tools. The studies ensure that voltage, thermal and fault level constraints are not put at risk during the
outage and help the outage planner decide the best running arrangements of the network. If an alternative running
arrangement cannot be determined, the outage planner will need to determine if generation should be curtailed.
The CAS and the FM enable outage planners to use forecast data to run studies, rather than use worst-case operating
conditions (minimum demand and maximum generation). The overarching aim of using the CAS and the FM is to reduce
outage constraints on generators and the timescales required to analyse multiple contingencies.
3.3.3 Infrastructure Planning
The role of infrastructure planners is to manage new load and generation connections on the 11kV, 33kV and 132kV
networks. In addition, they manage ongoing reinforcement of the network to ensure security of supply. Like outage
planners, infrastructure planners use PowerFactory to model new load and generation connections on the network. They
currently perform these studies using worst-case operating assumptions.
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Using the CAS, infrastructure planners can model new connections based on realistic operating conditions which have
been archived over a period of time. The archived scenarios will help them understand the coincidence of load and
generation and apply more realistic operating conditions, which in turn will reduce the expected reinforcement required
for new connections. It will be important to manage the network closely in real time should the worst-case scenarios
materialise.
3.4

Purpose and Structure of this Document

The purpose of this document is to describe the modifications to UK Power Networks’ systems, policies and processes
that are required to successfully roll out the CAS and the FM to BAU. In this document we identify the main lessons
learned from using the CAS in a trial context and discuss how the insights from these learnings have informed the BAU
design. The document describes the precondition for a successful BAU roll-out and how the CAS will be in used in BAU
for its three use cases: real-time monitoring in the control room, outage planning and infrastructure planning.
The intended audience for this document consists of UK Power Networks’ stakeholders, DNOs, National Grid (NG), DNO
customers connected to the UK Power Networks grid (e.g. generators) and Ofgem who may benefit from UK Power
Networks’ use of CA or who are contemplating adapting CA themselves.
Section 5 provides a categorised inventory of lessons learned from the KASM trial, which feed into the proposed changes
to the CAS and the DNO operating model. The need or desirability of changes to policies, processes and systems is also
discussed. The main topics are: data management, the CAS solution architecture, operational and maintenance
considerations in moving to BAU, the CAS product roadmap, IT security, the implementation of backlog items, and
processes and policies. This section also provides the evidence required to meet the first SDRC 9.6 criterion (see Table
1).
Section 6 presents the steps required for successful integration of the CAS into BAU. These steps are grouped and
linked to the three main use cases, including expected timescales.
Section 7 describes the updated process flows for the three use cases for the CAS in a BAU context, the impact on the
user groups most directly involved and the ancillary processes required for a BAU roll-out.
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Sections 6 and 7 provide the evidence required to meet the second SDRC criterion (see Table 1).
Table 2 shows the key documents referenced in this report.
Table 1 – Key evidence criteria of SDRC 9.6 and corresponding sections of this document where evidence is captured

Criteria

Development of business
design to incorporate
contingency analysis as
business-as-usual

3.5

Evidence

Supporting Evidence

Identification of business areas
impacted by the introduction of
contingency
analysis
in
a
Distribution Network Operator

This report highlights the key
stakeholders impacted by the
introduction of contingency
analysis. It covers end users as
well as support functions
This report describes the existing
systems, policies and processes
that need to be updated in order
to roll out the contingency
analysis solution as business as
usual.

Outline of proposed changes to
systems, policies and processes
required in the DNO operating
model in order to incorporate
contingency analysis as part of
the business as usual operation

Reference
Section

5

6,7

References
Table 2 – Key documents referenced in this report

SDRC
Number
1
2
3
4

Document Name

Author

SDRC 9.2 – Contingency Analysis System Integration
SDRC 9.4 – Demonstration of Use of Real-Time Contingency
Analysis in the Control Room
SDRC 9.5 – Completion of Trials and Implementation of
Reliability Management, Outage Management and Network
Capacity Management
EDS 05-9110 SCADA Strategy

Alex Jakeman, Sam Sankaran
Alex Jakeman, Piotr Konopka
Alex Jakeman, Luca Grella
James Ford
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4

Stakeholder Map

Introducing new capabilities like CA and the FM affects people and organisational units, both inside and outside UK
Power Networks. A stakeholder map (see Figure 4) has been created to facilitate understanding of the level of interaction
different stakeholders have with the CAS. This shows the three main stakeholders in UK Power Networks (Asset
Management, Information Systems and Network Operations) as well as external stakeholders. For each group the roles
within these segments have been indicated. For definitions of the terms used please see Section 2.
Figure 4 – Stakeholder map for the CAS

Asset
Management

External
NG
BSI

SGD

GC

IP

Information
Systems

CE
OP

ARB

CSA

CSI
Core

Network
Operations

Direct
Indirect

External
BSI – Bigwood
Systems Inc.
GC – Generation
Customer
NG – National
Grid

UK Power Networks
ARB – Architecture Review Board
CSI – Control Systems Infrastructure
CSA – Control Systems and Automation
OP – Outage Planning
CE – Control Engineer
IP – Infrastructure Planning
SGD – Smart Grid Development

The core stakeholder groups are those using the new capabilities and associated tooling on a daily basis – control
engineers (CE), outage planners (OP) and infrastructure planners (IP). KASM has a practical impact on this group.
The directly affected group of internal stakeholders consists of the parts of UK Power Networks responsible for integrating
the CAS into the existing enterprise architecture and supporting it as part of BAU – the Architecture Review Board (ARB),
Control Systems Infrastructure (CSI) and Control Systems and Automation.
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The Smart Grid Development (SGD) team will assume ownership of the solutions in the transition phase during
decoupling of the FM and the CAS (see Section 5.2.1) and the integration of the CAS and the newly developed Common
Information Model (CIM) capabilities (see Section 5.1.2). Once fully settled and rolled out, these solutions will transfer to
the longer-term business owner. This is likely to be the new control manager (the Smart Metering and Smart Grids
Control Manager).
External stakeholders are Bigwood Systems Inc. (BSI) – the vendor supplying the tooling that enables the CA capabilities
– and generation customers (GC). The latter group is made up of existing generation customers who are already
connected to the network and potential new generation customers who are enquiring about new connections.
NG is a key indirect stakeholder, as it provides grid data to the CAS. Similarly, UK Power Networks’ generation customers
are key stakeholders, as they are most directly affected by the outcomes of CA.
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5

Insights and Lessons Learned informing the BAU Design

The KASM project team have studied three use cases corresponding to the different business areas affected by the
introduction of CA: the control room, outage planning, and infrastructure planning. These areas were introduced in
Section 3.3.
The initial implementation and operation of the CAS has demonstrated its usefulness for these three use cases and has
yielded some useful insights, in some cases beyond the scope of the original project. The purpose of this section is to
discuss these insights and identified risks and explain how they have informed the BAU design presented in Section 6.
The lessons learned were acquired by reviewing the trial results presented in our SDRC 9.5 report and by interviewing
internal stakeholders who held a key role on the project, including the initial users in the Network Operations and Asset
Management teams. The questionnaire that served as a basis for these interviews can be found in Section 9.1.
The most important lessons learned have been grouped into six categories:
1.
2.
3.
4.
5.
6.

Master Data Management
Application Architecture
Operations and Maintenance
Product Roadmap
Security
Processes and Policies

Each category is discussed in a separate subsection. Links between subsections and other parts of the report have been
made explicit.
5.1

Data Management

5.1.1 Data Quality and Systems Integration
A substantial part of the learnings from the initial implementation are related to data management. The implemented
solutions that proved to be effective in the context of the initial trial implementation do not necessarily lend themselves
to a BAU implementation – typically, as they do not scale well or are insufficiently robust against change and are therefore
time-consuming, error-prone and unsustainable. One such example is the custom KASM project lookup tables that
enable the mapping of PowerFactory CIM parameter data to the PowerOn Extensible Mark-up Language (XML) extract
and achieve matches by exception for equipment that did not correspond under normal processing. Contingency results
are very sensitive to data quality issues. Inconsistencies between contributing data sources therefore impact the
reliability and usability of its results in a non-negligible way.
This is a development facing every DNO and is therefore not exclusive to the KASM project or to its integration into BAU.
For historical reasons, such as the merging of different grids into one DNO, a DNO’s operational technology/information
technology (OT/IT) landscape typically features a set of disparate, unconnected subsystems managing selected aspects
of the grid and business. These systems have worked well and have proven to be reliable; however, they are not
connected, resulting in siloed data and no common view on a DNO’s physical and business assets.
In the future, DNOs’ business processes will be increasingly connected and data-driven; the new CAS processes and
the existing processes they interact with are typical examples. The quality of data powering these processes determines
their accuracy and effectiveness.
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Outcomes of state estimation that hint at data anomalies are, for example, consistent, non-trivial differences between the
state estimation results and measured Supervisory Control and Data Acquisition (SCADA) data and a large number of
contingency violations in the base case. Examples of these are elaborated on in our SDRC 9.5 report.
5.1.2 Master Data Management
Master Data Management (MDM) ensures that consistent data sources are used across an organisation and avoids
applications using conflicting data. To ensure that MDM operates effectively, the correct processes, governance, policies,
standards and tools need to be embedded within an organisation.
MDM uses processes such as data collection, data transformation and normalisation, error detection and correction, data
consolidation, classification and data governance to ensure that an organisation does not use multiple (potentially
inconsistent) versions of the same master data in different parts of its operations 2.
The path to implementing MDM should be part of a broader digitisation strategy and is not the focus of this SDRC. Within
the context of SDRC 9.6, and the integration of the CAS into BAU, we have designed policies and processes in such a
way that they reflect the increasing need for trusted data without critically depending on an organisation-wide MDM
implementation. The proposed Data Retention Policy, which describes how long data is retained, is an example of this
approach, as are the processes around data anomalies.
Over the past few years, UK Power Networks has implemented a Business Transformation Programme which has
delivered a number of efficiencies in reducing the number of overlapping applications and data sources. This project will
support the principles of MDM and is currently being embedded within the organisation.
5.1.3 Common Information Model
An important ingredient for integration is the Common Information Model (CIM) for utilities, which defines a common
vocabulary and basic ontology for aspects of the electric power industry. CIM is rapidly becoming the standard in Europe
for describing power networks and markets in an unambiguous way. From a CIM model the structure of the XML can be
derived that facilitates integration of software applications.

Going forward, authoritative sources for all data elements need to be identified and processes need to be in
place for changing/augmenting them; for deriving secondary data sets and their propagation to all systems
that have a dependency on them. The experiences from the KASM project strongly suggest this on the basis
of CIM.

UK Power Networks is working with GE to develop the capability for PowerOn to periodically automatically export a
complete network model that can be used, among other use cases, by the CAS, relieving the need for data mapping of
distribution power flow (DPF) data from PowerOn3. This capability is scheduled to be available by the end of 2018. UK
Power Networks will use CIM15, with several specific extensions enabling functionality otherwise available in CIM16
only. XML exports of the CIM model will include geospatial information, alongside more traditional asset data4.
2

https://en.wikipedia.org/wiki/Master_data_management
The capability for a manual export already exists and can be used in preparation for a BAU roll-out for the CA capability.
4 With the exception of 3-winding transformers which will be modelled as 2-winding transformers, creating a small
discrepancy within the current PowerFactory models.
3
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BSI has indicated that consuming a CIM model export from PowerOn will be a low-cost, low-risk effort as this approach
is already part of many of their solutions. Their experience has been mostly with CIM10, but they have already
successfully performed a number of test imports using CIM15 and so any extra work is expected to be limited to
consuming CIM15 extensions that are specific to UK Power Networks.
5.1.4 DNO-TSO Interface
In the traditional power system, generation was connected to the transmission network and power flow was unidirectional,
from the transmission network via the distribution network to the end user, commercial, industrial or residential.
The increasing integration of (intermittent) renewable power sources changes this picture dramatically. Generation in the
form of utility-scale solar and wind, is connecting to the distribution grid and residential uptake of solar PV (photovoltaic)
also has a noticeable effect on the grid. Power flows are no longer unidirectional and change frequently, both in
magnitude and direction. These and other changes are drivers for DNOs to take up active system management and
transition into a role as a DSO. To fulfil that role they need increased visibility of the Transmission System Operator
(TSO) grid. In addition, TSOs are looking to leverage flexibility provided by storage and smart grid options in the
distribution grid for system services like primary and secondary control, in turn requiring the TSO to have better visibility
of the distribution network.
There are, in short, multiple drivers for increased transparency and data exchange across the DSO-TSO interface.
As part of the KASM project, an ICCP link was successfully developed and implemented between the NG and UK Power
Networks control centres, allowing NG measurement data to be used in UK Power Networks’ PowerOn system and
subsequently in the CAS.
“The ICCP link has given us better visibility of the National Grid’s network, helped us understand power flows
at 400kV and how they affect the power flows at 132kV. This critical piece of information enables us to create
more accurate models which help in the way we assess the network.”
UK Power Networks Employee
The ICCP link provides better visibility of the NG network and enables UK Power Networks to act on what is actually
happening – a vast improvement on working only on assumptions or on indicative timelines and severities for events
communicated ahead of an event.
The ICCP link thus provides tangible benefits to the DNO by limiting the need for constraints on its distribution network.
This is valid for ICCP links between different DNOs.
Deployment of these ICCP links aligns with ENTSO-E’s proposal for the Key Organisational Requirements,
Roles and Responsibilities (KORRR) relating to Data Exchange in accordance with Article 40(6) of the
Commission Regulation (EU) 2017/1485 of 02 August 2017, establishing a Guideline on Transmission System
Operation.
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The ICCP link developed for KASM is also being used in the Power Potential project to acquire real-time NG SCADA
data. This ongoing innovation project – also known as Transmission Distribution Interface (TDI) 2.0 – is a joint Network
Innovation Competition (NIC)-funded project between NG and UK Power Networks which aims to address multiple
constraints on the transmission network and provide additional network capability for the distribution network. To achieve
this, the project will develop technical and commercial solutions to maximise the use of distributed energy resources
(DER) to resolve transmission voltage constraints. The project will also develop a Distribution System Operator (DSO)
route to market for such solutions in a coordinated manner with the existing System Operation functions. Ultimately, it
will create financial benefits by saving consumers £1m by 2020 – rising to £29m by 2050 – by creating 2,604MVA of
network capacity to enable the DNO to connect a further 3,720MW of distributed generation in the area. The financial
savings accumulated to 2050, if rolled out across the 59 sites in Great Britain, would amount to £412m.
UK Power Networks is a partner in the Energy Networks Association’s (ENA) Open Networks project where
ongoing discussion on development of improved Transmission-Distribution processes around connections,
planning, shared TSO/DSO services and operations are informed by the results from the KASM project.

5.1.5 Additional Benefits
Innovation projects such as KASM will highlight the need for MDM by exposing data and model issues in contributing
systems and sources (e.g. SCADA/DMS) and external data sources. A noticeable positive side effect of KASM is
therefore its contribution to improved model and data quality – both for UK Power Networks and its model and data
suppliers (e.g. NG). In this report we have included a number of new processes that help signal, mitigate and remediate
data quality issues. These processes are described in Sections 7.4 to 7.6 and can be merged into a future MDM process.
5.2

CAS Solution Architecture

The CAS consists of two distinct applications: the CA tool which provides state estimation and power flow calculations
for contingency scenarios, and the FM which provides generation load profiles based on historical data and weather
forecast data. Both tools consume data from various sources and generate data for applications. The current application
architecture is schematically depicted in Figure 5. For an extensive description of the architecture and individual
components please see our SDRC 9.2 and 9.3 reports, which are published on UK Power Networks’ Innovation website.
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Figure 5 – Current solution architecture. The dotted lines indicate manual, as-needed data transfers.
The solid lines indicate frequent automated data transfers. Please see our SDRC 9.2 and
9.3 reports for a detailed description of the architecture and individual components

CA itself has three operational modes that support different use cases:




Real Time (RT) mode – identifies future harmful contingencies in real time
Look Ahead (LA) mode – looks for contingencies at a configurable time in the near future, e.g. 12 hours ahead
Study mode – analyses contingencies based on an archived, offline case

Not all tools/components are used in all three use cases – see Table 3 below.
Table 3 – Use of CAS components in the various use cases

RT mode
Control Room
Outage Planning
Infrastructure Planning



LA mode




Study mode
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As can be seen above, the majority of use cases only use a subset of the components. A more modular, highly cohesive
yet loosely coupled application architecture would increase maintainability and reduce dependencies and lock-in, as
components could be switched out more easily for alternatives.
In the following subsections, the specific lessons learned with respect to the application architecture are identified.
5.2.1 Decouple FM from CA Tool
In outage planning the component of the CAS that is currently providing the most value is the FM. However, the FM
obtains its network state data from the CA tool, requiring the CA tool to be installed everywhere the FM is used. Pi
Historian can also provide the data required by the FM, which would lead to a more lightweight, stable and easily
maintainable deployment scheme.
During the KASM trial, the dependency of the FM on CA was created out of concerns over the availability of Pi Historian.
For BAU it is recommended to remove this dependency and have the FM interface with Pi Historian directly, e.g. using
the Pi REST API. BSI has interfaced with Pi Historian in previous projects for other utilities and has highlighted that this
would be possible for UK Power Networks without major development changes.

A strict separation of the FM and the CA tool provides three distinct benefits:
1. It enables separate development paths for each application and would also facilitate an eventual
integration of the FM and CA tool into separate, existing applications (see Section 5.2.1)
2. It makes automatic deployment and updating for this application more feasible, thus enabling a more
near-term BAU roll-out of this capability across UK Power Networks
3. It allows for a quicker roll-out of the independent solutions which can deliver benefits across other
UK Power Networks licence areas

5.2.2 Move away from Flat-File Data Storage and Exchange
The CAS stores all its data in flat files instead of (relational) databases or file-based databases (e.g. SQLite). Moving
away from flat-file data storage and exchange makes it easier to ensure data consistency and coherency, data retention
policies (see Section 5.6.5) and multi-level authorisation (see Section 5.7.2).
5.2.3 The CAS as a Cloud Application
The CAS is currently a hybrid local/cloud-based application with components running on the user’s machine and parts
running on a virtualised failover-cluster in the Azure cloud. The RT and LA modes and the FM all run on the virtualised
server, whereas the CAS Study mode runs locally.
To enhance maintainability of the application and make it more robust against changing usage patterns it
can be considered to create CAS as a fully cloud-based application that scales up and out, leveraging the
capabilities of cloud infrastructures.
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5.2.4 Simplifying the Application Landscape
Introducing new capabilities such as CA into an organisation is often accompanied by the implementation of new
(software) tools that enable that capability. These applications in turn require interfaces with existing and new applications
and data sources, thus simplifying change management and the detection and addressing of data quality issues (see
also Sections 7.4 and 7.5).
The current solution architecture is shown in Figure 5. Unbundling the CAS into separate FM and CA, as discussed in
Section 5.2.1, and implementing the capability for PowerOn to carry out periodic automatic CIM exports, would simplify
the application landscape to what is shown in Figure 6.
Figure 6 – Simplified BAU solution architecture
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In this architecture the PowerOn CIM model is the authoritative data source for grid topology and measurement values.
It is used by both PowerFactory and CA through the IIB.SLD included in the CIM file. There are no further manual data
transfers. FM interfaces directly with Pi Historian and the Azure-based file share has been replaced by a database-driven
storage solution.
It should be noted that no changes to the integration of external data sources are included in Figure 6 (see the top-left
quadrant). Although it would be desirable to increase the robustness and security of these data paths, there is a
dependency on the capabilities of the data providers and further research is required to determine an optimal solution.
The solution architecture in Figure 6 is the recommended architecture for the stepwise roll-out of the FM and the CAS
into BAU.
Unifying the user experience even further, parts of the CAS could be incorporated into applications already in use in UK
Power Networks, i.e. PowerOn.
Figure 7 – CA results as they are displayed in the CAS user interface. On the left-hand side the results are listed in
order of severity. The right-hand side shows a single line diagram (SLD) for the analysed area. The panels at the
bottom display contingency results, voltages and power flows as a function of time

GE PowerOn’s modular nature allows additional (third-party) modules to be included. Currently, the result of the CA can
be viewed in the CAS Viewer (see Figure 7), however PowerOn provides a CA framework through which the BSI solution
could potentially be exposed. Leveraging this capability would be a logical future step in unifying the user experience,
allowing the control room engineer to do all the required analysis from what appears to be a single tool, without having
to open separate applications.
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Similarly, GE’s Smallworld GIS system can act as the front-end for the FM. The current FM interface already has a strong
geospatial component (see Figure 8), making it a logical candidate for integration with a GIS platform.
Figure 8 – Part of the user interface (UI) of the FM, showing a map with pins denoting the locations of
different types of generators, loads and weather stations in the KASM area

In addition the CA itself can be undertaken in PowerFactory, eliminating the need for CA Study mode to be used as a
separate application by outage planners and infrastructure planners.
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Figure 9 shows an application landscape where existing DMS interfacing options are leveraged to expose the capabilities
developed in the KASM project.
Figure 9 – Potential future BAU solution architecture where new capabilities developed in KASM
are exposed through interfaces of existing applications where possible
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Apart from the stated advantages, there are also two identified risks that need to be considered:
1. Integration with existing platforms will require additional software engineering
2. Integrating many applications into one platform carries a risk of lock-in with respect to the platform vendor
The pros and cons of the desired level of integration therefore need to be carefully considered and will depend to some
extent on ongoing innovation projects, such as Power Potential. In the case of Power Potential, many topics that are
core to the CAS (e.g. use of CIM exports, real-time SCADA data over an ICCP link and forecasting) play an important
role.
Based on the outcomes of these projects, the roll-out of CIM capabilities in 2018 and the BAU roll-out of the FM, an
assessment will be made on the desired level of integration.
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5.3

Operations and Maintenance

Integrating the CAS into BAU will require some additional actions, both one-time and regular, that were not required in
the context of the trial for the solution to be maintainable and operationally robust.
5.3.1 Successful Deployment in Production Environment
UK Power Networks recognises three distinct environments with respect to application hosting:
1. Test – this is where any new solution starts out. Test environments are owned and operated by the project teams
and serve to test and mature a solution, both from a technical and a usability perspective, before they are moved
to the pre-production stage
2. Pre-production environment – this serves two purposes:
a. The final testing stage for a solution before it moves to production, to validate it works as designed with
the rest of UK Power Networks’ IT landscape
b. As a clone of the production environment to replicate and research any issues that occur in production
3. Production environment – operational systems running mission-critical services
For the CAS to be incorporated into BAU, it needs to be deployed in the production environment.
The application suite itself is currently running in the test environment, however pre-production and production servers
have been set up in parallel which can be used for the transition to BAU. The processes managing the data intake from
external systems (e.g. the data feed from NG) are running in a production environment already.
5.3.2 Deployment and Updating
Throughout the KASM project there has been good interaction with the application vendor, Bigwood Systems Inc. (BSI),
resulting in short release cycles with tangible, continuous improvements of application. It is expected that the need for
new releases will continue for some time to come as improvements to the workflows and core functionality of CAS, the
Power Flow and State Estimation Solver are made, next to regular bug fix releases. The application is not fully webbased but contains a substantial number of components that run on the user’s work station, most notably the Study mode
of the CAS. However, this implies frequent local updates and installations which negatively impacts the ability for quick
bug fix and feature deployment and version consistency across the organisation.
The expected number of CAS users across all UK Power Networks licence areas is estimated to be in the region of 30.
This makes manual installations and updates unsustainable. Automatic deployment and updating using UK Power
Networks’ standard enterprise solution for application management requires the CAS to be packaged as a Microsoft
Installer (MSI) or a script that can run unattended.
5.3.3 Set up Support Model for CAS Applications
Support is critical to the success of any solution. For the CAS to be integrated into BAU, support has to be arranged in
UK Power Networks at three levels:




Tier 1: regular help desk support for users of the tools included in the CAS
Tier 2: support by the CSA group. If an issue cannot be resolved by Tier 1 support, CSA can assess if the issue
is caused by (application) data, connectivity or the application itself
Tier 3: vendor support to resolve application issues identified at Tier 2

It should be noted that for the support Tiers 2 and 3, deployment in the UK Power Networks production environment (see
Section 5.3.1) and remote vendor access (see Section 5.7.1) needs to have been realised.
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Furthermore, the formal support model described here can be augmented by an informal ‘Tier 0’ support function
provided by the product champions (see also Sections 5.6.1 to 5.6.3), who can act as the eyes and ears of the various
teams and address most of the support issues around the use of product features and functions.
For Tier 3, a contract is in place with BSI for support until 2020, which will be funded from the regular business after the
KASM project ends.
5.3.4 Licensing Model
UK Power Networks and BSI will decide on a licensing and support model as part of the BAU roll-out. Various models
exist – from per seat licensing to a pool of licences that can be used concurrently to an enterprise volume licence model.
The optimal choice will be determined by the size of the user base, the level of decoupling of solution components and
the vendor capabilities regarding licence management. UK Power Networks estimates that the final user base for the
CAS when rolled out across all UK Power Networks licence areas will be approximately 30.
5.4

Product Roadmap

During the KASM trial and development of the CAS, a number of potential product improvements and new functionality
were identified which though not in the original scope are likely to yield sufficient value to UK Power Networks to warrant
future consideration. These and their impact on BAU are discussed here.
5.4.1 Forecasting Data
The quality of the forecast is key to the usefulness of the CAS and the FM. Efforts to improve the forecast are likely to
have a short payback time. BSI is currently working on a module to automatically identify and remove erroneous data
elements from the Met Office data feed. Integrating this module is expected to result in a notable improvement of the
forecast.
Figure 10 represents the accuracy of wind generators. The errors between observed and predicted power (expressed in
MW) are plotted on the y-axis and the observed power is plotted on the x-axis. The blue line represents the trend of the
accuracy of the data. The further the blue line is from the zero point on the y-axis, the lower the accuracy of the forecast.
Figure 10 – Errors in the forecast for a PV generator, reproduced from SDRC 9.5 (observed and predicted power in MW)
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For the KASM project, the interpolated raster data from the Met Office is used by the FM. Going forward, this data could
be augmented forecast data from other sources. Initial discussions with generators about sharing and integrating their
forecasts, with the aim of improving UK Power Networks’ forecasts and thus reducing the need for curtailment, have met
with a positive response.
From a BAU perspective, this would mean creating and managing additional data feeds into the CAS, taking account of
data management and security recommendations. The effort required is estimated to be low, since existing solutions can
be leveraged.
5.4.2 Improving State Estimation
During the trial period (May-November 2017), the CAS processed 13,329 individual cases and the solution converged
89% of the time – a highly satisfactory result considering this was a real-time operation. Most power flow studies on
distribution networks are performed offline and can require significant manual intervention to ensure the solutions
converge.
Together with BSI, UK Power Networks will work to improve state estimation on the distribution network by looking at
novel state estimation techniques such as the quasi-gradient smart method (BSI developed) for networks with insufficient
measurement data and the value of using Phasor Measurement Unit (PMU) data or Tap Changers.
5.4.3 CA for Multiple Points in Time
In LA mode, the CAS provides CA of the grid at a specified time (T) in the future – e.g. 12 hours ahead so a network
operator can prepare for a proper end-of-shift hand-off. As was demonstrated for SDRC 9.2 (see Section 7.8.2.2 of our
SDRC 9.2 report), the state estimator completes a run well within the required two minutes. This opens up the possibility,
from a computational perspective, to perform a number of contingency analyses every Program Time Unit (PTU), leading
up to time T. Such a series of analyses would contribute significantly to the operator’s understanding of the network
conditions and provide them with more context to assess their state at time T, as well as identifying upcoming issues that
would otherwise go unnoticed until they were identified in RT mode.
For integration into BAU, the implications of this change would be minimal. The main change would be in the amount of
data output by the CAS, but volumes are estimated to be too low to impact storage needs and costs, depending on the
data retention policy in effect.
5.5

Security

The security architecture design of KASM has focused on securing the communication channels between UK Power
Networks-controlled systems and external systems providing data used by the CAS. Although the data used in the CAS
may be of limited (commercial) value, this may not hold for the actionable results of the system. Manipulation of its input
data is therefore to be avoided to a level that transcends what one would do based on the value of the data itself.
For example, manipulation of forecasting data could lead to unwarranted bias in generation curtailment for particular
sites, yielding a competitive advantage to other generators. The risk of gaming can be reduced to virtually zero by payload
encryption and signing.
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Therefore, for integration into BAU, a number of additional design criteria should be considered:
1. Use of cryptographic techniques and a Public Key Infrastructure (PKI) to encrypt and seal data payloads so that
they are unreadable. This prevents intercepted data from being read and (ab)used by unauthorised parties and
allows the receiver to verify a message has not been tampered with before processing its payload
2. Data communication should be resilient to temporary unavailability of the receiver
3. Proactive data input management to verify interval driven data is received at the expected times, and only at the
expected times
To address the first point and improve the level of Information Assurance (IA), a migration to Secure ICCP (SICCP)
should be considered. SICCP offers improved data authenticity by providing cryptographic checksums for payloads. It
encrypts data exchanges using PKI to ensure data confidentiality. Similar protection mechanisms are recommended for
communication with external data sources, using for example signed XML messages over Hypertext Transfer Protocol
Secure (HTTPS), which will likely be agreed upon and developed bilaterally.
The ICCP link and the Enterprise Service Bus that are part of the current design support fully asynchronous and
decoupled operations, making data communication resilient against temporary unavailability of the receiver. For external
data sources using Secure File Transfer Protocol (SFTP) or Representation State Transfer (REST) interfaces, this is not
yet the case and some form of watchdog should be considered.
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5.6

Processes and Policies

5.6.1 Control Room
The transition from DNO to DSO, which implies the introduction of Active Network Management (ANM) at scale, is
characterised by the introduction of a substantial amount of ICT-driven smart grid solutions, such as the tools developed
in the KASM project. The introduction of such new solutions can be impactful for the control room engineers (see Figure
11). Their role will not be limited to use of the tool; they will be part of a more advanced process where data handling,
data validation and real-time power flow analysis are key. To facilitate this transition and achieve a swift uptake of this
new way of working, UK Power Networks has created a new role in the control room to support the introduction of new
smart grid and DSO applications.
Figure 11 – a UK Power Networks control room engineer using the CAS

Whoever assumes this role will act as a ‘product champion’ for the new solutions and accommodate the changing
DNO/DSO requirements in the control room. The responsibility of a product champion is primarily to own, develop and
realise the product vision.
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5.6.2 Outage Planning
During the trial it was found that the main value of the CAS for outage planning lies in the use of the FM, which provides
realistic load and generation forecasts that allow outage planners to limit curtailment associated with outages compared
to worst-case scenarios. Figure 10 shows the difference in observed versus predicted power for a PV generator. It can
be seen that there is generally a good correlation, although the model may underpredict or overpredict the real-time
output due to the natural unpredictability of the weather.
The CA is undertaken in PowerFactory, a tool that outage planners are very familiar with. This allows them to model
contingencies and obtain accurate results.
This is reflected in the updated process design for outage planning, described in Section 7.2.
For outage planning, where outages may be modelled up to 14 days in advance of the outage, a five-day forecast is
insufficient. The obvious remedial action is to periodically rerun the contingency scenarios in PowerFactory using updated
forecasts at five days ahead, but this would require either additional automation in PowerFactory or more human
resources.
Also for outage planning, the appointment of a product champion for the FM is recommended. This role would suit a
senior outage planner with a keen interest in forecasting.
5.6.3 Infrastructure Planning
The infrastructure planning process has basically not changed from how it was originally envisioned and used in the
KASM trial. During the trial, it was found that by using the CAS and moving away from current practices of always
assuming worst-case scenarios, small amounts of additional load and generation could be incorporated into the grid
where there was no direct control. To further increase connected load and generation, more insight and control (e.g.
active network management) is needed.
“The CA was a very useful tool that we used to identify the most onerous N-1 and N-2 scenarios to be used
when assessing Flexible DG connections in the Canterbury/Sellindge area.”
UK Power Networks Employee

One additional benefit did manifest itself clearly: through the use of the CAS infrastructure planners have developed a
better insight into the coincidence of peak loads and demands, from which they benefit in other aspects of their roles.
Again, a product champion can ensure these benefits are leveraged to their full extent and play a key role in further
developing the capabilities.
5.6.4 Curtailment Policy
The increasing adoption of advanced technology in the distribution grid itself and its operation provides more granular
insights into its workings and limitations and enables a greater level of transparency and better two-way communication
of the DNO with its customers. Criteria currently used to determine the amount of curtailment and which generators will
be curtailed under which circumstances, may need to be augmented. A discussion is warranted on what a fair and
adequate policy should be for an actively managed network driven by increasing amounts of renewables.
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Many different guiding principles and pathways for policy development feed into this – for example, lowest cost for the
end-user, lowest CO2 emissions of generated energy, fair sharing of the burden of curtailment, and lowest cost to the
grid operator.
5.6.5 Data Retention Policy
There is currently no policy with respect to CAS data retention. The CAS generates numerous (log) files – also locally –
and it is up to the user to decide which files to keep or purge. This is an undesirable situation as it can lead not only to
premature discarding of data that still holds value but also to inconsistent data sets. To prevent this, a data retention
policy should be implemented and enforced using Access Control Lists at both the application and operating system
level. It should be noted that implementation of this policy is likely to require multiple authorisation levels in the CAS to
be available (see Section 5.7.2).
5.6.6 Forecaster Frequency Policy
The FM provides key input for outage planning studies and therefore for final running arrangements and the effectuation
of curtailment options. The associated financial consequences for both DNOs and generators warrant the development
and implementation of a policy on the use of the FM.
For outages exceeding the forecasting window of the FM, should the FM be rerun only at the end of the original forecast
period, or periodically using a sliding window type of approach? And should the latter be the default for all outages? As
there are resourcing consequences associated with these decisions, they should be discussed and informed by
quantified insights from the work to deliver SDRC 9.5 and formalised in a policy. This policy should also include the
rationale for applying safety margins to the FM results, and guidelines for the periodic evaluation of these.
5.6.7 Application Development Process
Development of the CAS has taken place using a traditional, waterfall-based approach. To ensure fast and cost-effective
development of new features, and ensure these remain closely aligned with the requirements of users and business
process owners, it is recommended to migrate to an Agile 5 way of working for the implementation of future features. In
this approach, a UK Power Networks-appointed product owner will act as a proxy for all internal stakeholders, proactively
managing their interests in a daily stand-up meeting with the vendor.
Weekly code-drops from the vendor are shared by the product owner with internal stakeholders for feedback help. These
short, intense development cycles maximise alignment between the software developers and the user group and tend to
yield better quality products at lower costs, with higher user satisfaction. This will also facilitate a smooth integration into
BAU of any new features.
5.6.8 Managed Soft-Launch per Component per Licensed Area
It is recommended to perform a managed soft-launch per deployed component per licensed grid rather than a UK Power
Networks-wide hard-launch for the reasons stated below:
1. To incorporate region-specific data
2. To address the most prominent data anomalies
3. To gain buy-in from the user groups

5

https://en.wikipedia.org/wiki/Agile_software_development
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Each licensed grid is likely to have area-specific data that requires changes to how components of the CAS are used.
These types of specifics tend to manifest themselves only upon incorporation of the tool into BAU. In addition, the FM
needs to be trained for each site specifically using relevant historical data, which may not always be available to the
same extent for each licensed area.
Data anomalies interfere with evolving state estimator and solver properties. This can lead to CA results upon initial
deployment where either the solver does not converge to one solution or the calculated base case shows a number of
violations that are not in line with what is observed in real life. Addressing these specifics involves many moving parts,
which makes it time-intensive and requires involvement from application experts.
Successfully integrating new tooling into a workflow requires the target user group to trust the results the tool provides
and see the value that it brings to their jobs. To achieve this, the tool and its benefits should be presented to all users at
the start of the soft-launch process, leveraging the results from the KASM trial. Enthusiastic users from each group can
subsequently be selected as CAS volunteers, ironing out any kinks in the initial deployment and facilitating adoption of
the tool by their peer groups. It is anticipated that approximately two days of training are required for a user to be familiar
with the core elements of the tools.
Figure 12 – Schematic representation of the CAS soft-launch process
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Implementation of Backlog Items

During the requirements gathering phase of the project, three items were identified that are required for a successful
BAU roll-out. These were not implemented at the time as the associated effort outweighed the benefits in a trial project
set-up. The design for these items has now been completed and they are ready for implementation.
5.7.1 Remote Access to enable Vendor Support
Without remote support access, the vendor has to try to replicate a reported issue on its own systems instead of seeing
it on the user’s system. This opens up the possibility for slight, undetected configuration differences, leading to nonreplicability of an issue. Remote support by the vendor was therefore labelled as a must-have and incorporated into the
CAS design. Once operationalised, it will enable vendor support of the CAS by providing access to the Azure-hosted
application using Microsoft Remote Desktop Services.
5.7.2 Multiple Authorisation Levels
The CAS has been designed as a multi-user application supporting multiple authorisation levels. In this scheme, an
application’s user only has access to the functionality they require. When deployed for a larger user group, it is
undesirable for each user to be able to set their own conventions and configurations for using the suite and managing its
output, as this diminishes the interchangeability of results. Additionally, it prevents users from accidentally breaking the
installation by deleting components. Multi-level authorisation support remediates these risks.
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The CAS supports three user groups, each with different levels of authorisation (see below). Membership of each of the
three user groups is managed by UK Power Networks’ System Administrator staff using Windows Active Directory. UK
Power Networks user names are authenticated by the Active Directory process and are then used by the CAS.
1. Administrative users – use of all CAS functions, access to the RT Viewer Preference panel and LA Viewer
Preference panel and access to the Engine Setup program (Run as Windows Administrator) to configure the Online (RT and LA) application’s manager engine, nodes and data bridge. The Engine Setup is password protected
2. Power users – use of all CAS functions plus access to the RT Viewer Preference panel and LA Viewer
Preference panel. The Preference panels are password protected
3. Normal users – use of all CAS functions that are not restricted (or password protected)
Figure 13 – RT Mode Preference panel (the LA Preference panel has an identical layout)

5.8

Transfer of Ownership

During the close down of the KASM project, in Q1 2018, the current use cases within the KASM trial area will be
operationalised to ensure the current benefits of using the CAS continue and the positive momentum surrounding the
project is maintained.
The ICCP link will be under the ownership of CSA. Until roll-out is complete the CAS and the FM will be owned by the
Smart Grid Development team.
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6

Incorporating the CAS into BAU

The lessons learned that were discussed in the previous section have resulted in the identification of a number of steps
that need to be taken for a successful integration into BAU. In this section we group these actions, connect them to the
three main use cases and provide a tentative timeline for implementation.
This high-level planning is informed by a few guiding principles:






Innovation projects serve to demonstrate feasibility and value of the capability. Although the aim is to maximise
the return on investment for any software development done in the KASM trial, this does not necessarily mean
all tooling developed in the trial context will move into BAU in its current form
UK Power Networks aims to achieve as much value for as many users as possible, as quickly as possible. Since
not all user groups require the same capabilities developed in KASM, and not all components of CAS have the
same level of maturity, a staggered release of the various capabilities is the most prudent approach
UK Power Networks acknowledges the value of the experience and expertise that different user groups have
with their existing tools. Implementing new functionality on platforms already in use by key user groups is
therefore preferred

As highlighted in previous sections and also in Section 8 of our SDRC 9.5 report, the most direct and quantifiable value
of all capabilities developed in the KASM project is provided by the FM for outage planning. The BAU roll-out will therefore
start with the roll-out to all of SPN, followed by EPN and LPN.
“The CAS solution is providing the building blocks for UK Power Networks to move forward to operating a
more dynamic system as a DSO. With accurate data provided by the Forecaster we are able to operate our
network in a more pragmatic way rather than always just considering worst case which will lead to lower
levels of constraints to DG customers connected to the network.”
UK Power Networks Employee
There is no immediate need to roll out CA SPN-wide or to other licensed areas, although the need for CA is expected to
increase when more renewable generation is connected to the grid. To roll out CA now to all of SPN and/or other licensed
areas would require a substantial data mapping effort. The time and effort required for this cannot be justified with regard
to the upcoming automated CIM export capabilities and the possibilities for a more consistent and automated workflow
that provides. Roll-out of CA into BAU is therefore scheduled to happen after the roll-out of full CIM capabilities for GE
PowerOn at UK Power Networks, in Q4 2018.
6.1

Specific Actions for Systems, Policies and Processes

The actions will be presented twice, in two similar tables. Table 4 groups the actions in a topical manner, in line with the
grouping of the insights in Section 4. Table 5 contains the same actions, but grouped into three categories: Systems,
Policies and Processes. Both tables provide indicative timings for each action:




Short term – up to 6 months from now
Medium term – 6 to 12 months from now
Long term – more than 12 months from now
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Sec
urity

Road
map

Operations &
Maintenance

Solution Architecture

DNO-TSO
Interface

Data Management

Table 4 – Actions identified for BAU, grouped in a topical manner. Where different timelines apply for different CAS components the
components have been named explicitly. Links to the description and discussion of each item are provided. Note that not all of these
have been discussed in the preceding sections (continued on next page)

Action
Implement Data Anomaly
processes 
Implement MDM policy 
Implement Data retention
policy 
Use CIM model in PowerOn as
authoritative source for all grid
models 
Consume CIM export in
PowerFactory 
Set up NG ICCP link with all
licensed areas 
Improve granularity of NG data

Integrate state estimation info
from NG 
Decouple Forecaster from
CAS 
Make CA RT and LA interface
with PowerOn
Implement FM as a module in
Smallworld 
Implement Contingency
Analysis in PowerFactory 
Develop CAS as a cloud
application 
Remove flat file storage 
Automatic installation and
updating 
Deploy CAS in production 
Set up Multi-Tier Support 
Implement Application
Development policy 
Implement licensing scheme 
Augment Forecaster
Data 
CA for multiple time steps 
Encrypt and seal all messages
and data 

Use Case
Control
Room

Term
Outage
Planning

Infrastructure
Planning

Short

Medium



Long






















































































FM
FM

CA
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Implement watchdogs for
external data sources 






Remote vendor access
through RDS 









Integration with AD to enable
multiple authorisation levels 











Backlog

Move to SICCP 

Improve State Estimation 

Miscellaneous

Implement Curtailment policy

Implement Forecasting
Frequency policy 
Managed soft launch per
component per licensed area

Transfer of Ownership 



















FM
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Policies

Systems

Systems

Table 5 – Identified actions for moving to BAU, grouped into systems, policies and processes. Where different timelines apply for
different CAS components, the components have been named explicitly (continued on next page)

Action
Decouple Forecaster from
CAS
Automatic installation and
updating
Implement watchdogs for
external data sources
Remote vendor access
through RDS
Integration with AD to enable
multiple authorisation levels
CA for multiple time steps
Improve State Estimation
Encrypt and seal all messages
and data
Move to SICCP
Set up NG ICCP link with all
licensed areas
Improve granularity of NG data
Implement Contingency
Analysis in PowerFactory
Augment Forecaster
Data
Use CIM model in PowerOn as
authoritative source for all grid
models
Integrate state estimation info
from NG
Make CA RT and LA interface
with PowerOn
Implement FM as a module in
Smallworld
Consume CIM export in
PowerFactory
Develop CAS as a cloud
application
Remove flat file storage
Implement Application
Development policy
Implement Data retention
policy
Implement Curtailment policy

Use Case
Control
Room












Term
Outage
Planning







Infrastructure
Planning
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Implement Forecasting
Frequency policy
Implement MDM policy
Transfer of Ownership
Implement licensing scheme
Implement Data Anomaly
processes
Deploy CAS in production
Set up Multi-Tier Support
Managed soft launch per
component per licensed area

































FM
FM

CA
CA

FM

CA
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7

Process Designs for incorporating the CAS into BAU

7.1

Control Room Process Description

The role of control room engineers is to monitor the network in real time, identify and mitigate harmful contingencies,
issue and manage safety permits to staff working on the network, and respond to faults by reconfiguring the network.
Control room engineers use GE’s PowerOn Distribution Management System (DMS) to perform their day-to-day task of
managing and controlling the power system. Using the CAS, the control room engineers will be alerted to future harmful
contingencies in real time. This capability will help control room engineers move from a reactive response to a proactive
approach based on outputs from the CAS, which in turn will improve the reliability of the network.
“KASM can assist with predicting likelihood of capacity breaches in upcoming hours without the need to
resort to offline system study or desk-top calculation. The ICCP link and Forecaster improve the accuracy
of the prediction by removing the need for estimation.”
UK Power Networks Employee

In the control room the CAS is used in all three modes: RT, LA and Study. The Control Room process is displayed in
Figure 14. It is a continuous process. The control room operator continuously monitors the network and manages any
events that might arise. For such events mitigating actions for potential follow-on events are researched, and if found,
the network is reconfigured to prevent them. The control engineer will simulate specific changes to switches in the CAS
Study mode prior to switching on the network. Due to the complexity of the network, it is no longer possible for control
engineers to perform simple calculations or rely on historical experiences to determine the impact of a reconfiguration.
Figure 14 – Control Room process description using the CAS in both the RT and Study modes
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In parallel the CAS runs in the RT and LA modes, creating a state estimation every 15 minutes based on UK Power
Networks and NG (via the ICCP link) SCADA data. It subsequently uses this information to perform CA, alerting the
operator to any unsafe contingencies that may arise. The operator can assess the viability of suggested remedial
reconfigurations in Study mode and reconfigure the network accordingly. Any observed data anomalies will trigger the
Data Anomaly Detected process (see Section 7.4).
7.2

Outage Planning Process Description

The role of outage planners is to carry out outage checks to confirm the feasibility of planned network outages. These
checks are carried out through power flow studies conducted with the application PowerFactory and other necessary
supplementary tools.
The use of the CAS in outage planning mode for BAU is shown in Figure 15 and described below.
Upon receiving an outage request, the outage planner performs a number of high-level outage checks to assess if the
outage is feasible. If this is not the case, the request is returned and the requestor is asked to look for an alternative
period. If the outage appears feasible, data from the FM for the scheduled outage period is obtained 6.
Assessment of any required level of curtailment begins two weeks prior to the planned outage. This period is driven by
NG providing UK Power Networks with its network behaviours at two weeks ahead, which is the trigger for having data
to model the outage with reasonable accuracy. The modelling is repeated five days and then a further 24 hours ahead
of the planned outage, as more accurate near-term forecasts allow for a more accurate assessment of the required level
of curtailment, where it should be noted that depending on the generator a 24-hour window may not be sufficient to act
on the results of the CA.
The forecast is subsequently used in PowerFactory to carry out an outage study, applying a Forecaster Module Safety
Factor7 (a multiplication factor accounting for uncertainties in the FM results) and analysing all specified contingency
scenarios.

6

See the limitations described in Section 5.6.2.
This factor is expected to be reduced as the tooling matures and experience of interpreting its results is built up.
Currently, the application of a 20% margin on the forecast peak allows the outage planner to move away from the
unrealistic worst case to the realistic and safe worst case. The curtailment is then reduced or removed without impacting
on network safety.
7
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Any required curtailment is communicated to the affected generators and the outage running arrangement resulting from
the PowerFactory study is submitted to Network Control.
Figure 15 – Outage Planning process description using the CAS FM
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Infrastructure Planning Process Description

The role of infrastructure planners is to manage new load and generation connections on the 33kV and 132kV networks.
In addition, they manage ongoing reinforcement of the network to ensure security of supply. Like outage planners,
infrastructure planners use PowerFactory to model new load and generation connections on the network. They currently
perform these studies using worst-case operating assumptions. The use of the CAS in Infrastructure Planning mode for
BAU is shown in Figure 16 and described below.
“The Planning Team in particular will benefit from being able to access group maximum and group minimum
data, which will help them plan or defer reinforcement more accurately.”
UK Power Networks Employee
The process starts with receiving a connection request for new generation capacity. After initial checks regarding project
scope, location and identification of affected local networks are completed, a subprocess (not elaborated on in detail in
this report) to assess the type of reinforcement project (i.e. straight reinforcement or a more detailed network assessment)
is performed. In either case, a study is conducted next using Pi Historian to obtain relevant peak loads and demands
relevant to the reinforcement.
It should be noted that although not used directly in this process step, the introduction of CA in the KASM project has
provided planning engineers with new insights regarding the coincidence of peaks. This allows them to create more
realistic operating conditions for use in PowerFactory.
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An example of such a case can be found in Section 6 of our SDRC 9.5 report.
Figure 16 – Flowchart of Infrastructure Planning process
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The results of the Pi Historian study are subsequently used to analyse the base case and, where applicable, additional
study cases (using the same grid topology but different assumptions regarding generation loads and demands) in both
PowerFactory and the CAS in Study mode.
The combined results are analysed, including any remedial actions suggested by the CAS, and a cost-optimised solution
is submitted to the project designer, thus ending the Infrastructure Planning process. It should be noted that this business
process is virtually unchanged from the initial design of the KASM trial.
UK Power Networks and NG are jointly implementing a Regional Development Programme to provide tools which remove
constraints to Distributed Energy Resource (DER) connections on the South East Coast in the short to medium term.
The South East Coast system is one of the most complex areas of network in Europe, with several interconnections to
continental Europe, a nuclear power station and a significant volume of renewable energy resources. Tools like the CAS
align closely with new methodologies to connect generators and will positively impact this Regional Development
Programme.
7.4

Data Anomaly Detection Process Description

In a new smart grid world, data will be fundamental. The business needs to focus on collecting the correct data needed
for smart applications. We need to ensure that for any new equipment installed on site we have collected the correct data
and that this is captured in the correct applications. This applies to all assets and for static and real-time data.
Where real-time MW values are currently suspect or incorrect, control engineers use ampere and voltage readings to
perform rough calculations to understand what is happening on the network. As more DG connects to the network and
power flows become more complex, software is needed which will operate on whatever data is provided. As more smart
grid solutions are deployed it will be increasingly important that data quality is improved where it is highlighted as poor.
Currently, poor quality data is identified and highlighted by operational and control staff in an inconsistent way.
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This information is not processed in a formalised manner in order to find the best resolution, due to the relative impact
on day- to-day tasks. This causes data issues for advanced network management functions such as KASM.
Data anomalies – missing or inconsistent (duplicate) data elements – negatively impact the reliability and usability of the
CAS. The reasons for these anomalies are discussed in Section 5.1 and are expected to occur at the initial stages of the
roll-out of the CAS in every UK Power Networks licence area. Therefore, a process for dealing with such anomalies is
also warranted in a BAU scenario. This process has been designed and is shown in Figure 17.
The process and the related processes described in Sections 7.5 and 7.6 contribute to UK Power Networks’ Engineering
Design Standard EDS 05-9110. This engineering design standard details the strategic development of UK Power
Networks’ SCADA system, including Remote Terminal Units (RTUs) and communication systems. EDS 05-9110
recognises the increasing importance of data quality for smart grid solutions and data-driven ANM. Part of the data will
be from external sources and the SCADA network will need to evolve to facilitate the connection and integration of data
sources outside of the traditional SCADA system.
The process requires a Data Issue Register (DIR), currently implemented as an Excel sheet maintained by the project
owner, where data issues, implemented workarounds, affected workflows and user groups and the data owner are
registered.
Figure 17 – High-level generic process flow for Data Anomaly Detection
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Upon detection of an anomaly – which could be the result of inspecting violations in the CAS results or by visually
inspecting the network topology used by the CAS with the Viewer – the DIR is queried to check if the issue is already
known. If not, the issue is registered. In either case, an assessment is made if a temporary workaround is needed for
the CAS. If so, it is implemented and the DIR is updated accordingly.
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7.5

Data Anomaly Resolution Process Description

Registered data anomalies will be addressed by changes in, for example, physical asset configurations, grid models,
software applications or changes in data reconciliation and augmentation processes. This requires a Data Anomaly
Resolution process, to ensure that any temporary workarounds resulting from the anomaly are removed from the affected
workflows once the anomaly itself is remedied. This process is depicted in Figure 18 and described below.
Figure 18 – High-level process flow for when a data anomaly is resolved
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Upon receipt of a fix, the DIR is queried for the applied workarounds associated with the anomaly. The workarounds are
then removed from the affected workflows and the issue is removed from the register. The owners of the affected
workflows are informed of the change and the updated workflow is resumed.

7.6

Data Integrity Check Process Description

The Data Integrity Check process serves two distinct purposes:



It adds defence in depth against (intentional) data corruption by imposing integrity checks at both ends of a
communication channel
It enables the loosely coupled, highly cohesive architecture by implementing data integrity checks for each
module by that module itself, thus making it easier to couple/decouple/replace modules in a workflow
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The process has been modelled in such a way that it is independent of the (encrypted) communication channel (denoted
by a dotted line in Figure 19) and can therefore be implemented for (S)FTP, web services or an enterprise service bus.
The processes for sending and managing alerts that will need to be raised in case of a data integrity violation have not
been modelled in detail as they will vary substantially from case to case, depending on the capabilities of, and
arrangements between, the parties exchanging data.
Figure 19 – High-level description of the Data Integrity Check process.
The dotted line denotes any pre-agreed on data transfer mechanism
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A party contributing external data, either by staging it for download/retrieval or by uploading/pushing it (both cases are
covered by the Send Data process step for the sake of simplicity) starts by retrieving the data from its data store. They
then check it against a predefined set of criteria to verify its integrity. If any of these checks fail, an event is logged and
an alert is raised. If the checks pass, the party supplying the data then signs and seals the data cryptographically before
handing it off to the transport mechanism. Depending on a risk assessment, this step may not be required for each
channel.
Upon receipt, UK Power Networks checks the validity of the message’s signature and unseals it (if applicable), before
applying its own set of data integrity checks. If the checks pass, the data is stored for further use in CAS-related
workflows. If not, an event is logged and the sender is alerted to the data integrity issue.
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8

Conclusions and Recommendations

In this SDRC report we have presented the development of business design to incorporate CA as BAU. We have
successfully identified the business areas impacted by the introduction of CA in a DNO and have outlined the proposed
changes to systems, policies and processes required in the DNO operating model in order to incorporate CA as part of
the BAU operation.
The KASM trial of the CAS software has yielded interesting and useful results, as witnessed by SDRC 9.5 – proving that
there is definitely a requirement for CA in BAU for DNOs. More than 13,000 cases have been analysed in real time, circa
3,300MWh of renewable energy have been proved to be released to the network using FM, and active real-time
generation control has been identified as a solution for new connections to a smarter distribution network. For further
information please see our SDRC 9.5 report, which will be published in December 2017.
This report contains many detailed observations and suggestions that have informed the presented business design for
UK Power Networks and should help DNOs that want to embark on a similar journey.
Alongside the specific recommendations for changes to systems, policies and processes, we draw the following general
conclusions and recommendations.
8.1

CA







8.2

CA provides real and tangible value to a DNO when it comes to network monitoring, outage planning and
infrastructure planning
The first group of users has responded positively to the application and the impact it has on how they do their
jobs – both quantitatively (they get results quicker and can reduce the need for curtailment) and qualitatively (it
helps them to better understand the dynamics on the grid and leads to new insights that are applicable
elsewhere)
The CAS as developed and trialled in KASM provides the building blocks for a roll-out into BAU
Different use cases require different parts of the CAS. A BAU strategy leveraging this is recommended where
piecemeal deployment is favoured over a wholesale roll-out, to provide as much value to as many users as
possible, as quickly as possible
A list of specific actions for systems, policies and processes has been compiled
Software and Data







It is recommended to include BAU requirements and lessons learned from previous innovation projects in the
requirements gathering phase of future projects, to ensure a more seamless transition into BAU once the
innovation project is finished.
The digitisation of the energy system, the development of new DNO capabilities and the transition of a DNO into
a DSO are all factors that contribute to an increasing use of, and dependency on, software solutions. However,
more applications do not make for a better DNO; with every newly deployed application, the need for training
and maintenance increases, as does the risk of compatibility and interoperability issues. Many of the core
software solutions used by DNOs today (e.g. PowerOn) take a platform approach, supporting the integration of
third-party modules. This approach simplifies the application landscape and reduces operational costs for new
applications, albeit at the cost of some level of lock-in at the platform level.
Much of the tooling that is developed to support new DNO capabilities, like state estimation, has not fully matured
yet. As the underpinning core technologies mature, and the combined requirements across the DNO regarding
such a technology become clear, a best-of-breed solution might be identified that can then be elevated to the
standard solution for a given capability. To facilitate this, prevent vendor lock-in and enable merging and
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8.3

replacing of software solutions, it is recommended to standardise interfaces between solutions and solution
components, and to develop highly modular software solutions rather than tightly coupled monoliths.
Connecting systems and creating and operationalising new DNO capabilities requires a single, coherent,
authoritative set of data that describes the state of the grid and related business assets. Innovation projects
highlight data anomalies and serve both as an early warning system for the need for Master Data Management
and as trial environments for developing and testing processes to remedy data issues.
Future user groups should be involved from the very start of a project. They should be an integral part of the
design and development phase so they can contribute expertise and insights.
Transparency in a Connected World





Availability of data, or even the assumption of availability, results in a rising amount of data requests. In the
current social and business climate, that favours open data, it will be undesirable to respond negatively to such
requests. The actionability of the data puts a burden on the data provider with respect to its completeness,
correctness and accessibility. This is a two-way street: customers or other stakeholders may request data from
UK Power Networks, just as UK Power Networks may integrate data feeds from third parties into its operations,
as is the case with KASM.
The (demand for) transparency and the influx of emerging technologies (like CA) heightens the need for the DNO
to have clear policies. Parties connected to the grid will increasingly need to understand decisions made by the
DNO that affect them, and will have access to the data those decisions were based on. New technology stacks
and associated ways of working require careful periodic evaluation and adjustment to ensure they perform in an
unbiased way and comply with relevant legislation.
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Appendices

9.1

Questionnaire for Internal Stakeholders

The following questionnaire was used as a tool to guide the various stakeholders whom we engaged with to gather
feedback on the CAS and insight with respect to its integration into BAU. It was not used as a formal questionnaire
whose answers were tabulated and analysed. The results from the stakeholder discussions informed to a large extent
the insights discussed in Section 4 of this report.

Q1: How have you perceived the introduction of the Contingency Analysis System (CAS) tool in the KASM project?
 Were you enabled to provide input and voice concerns during the development and implementation?
 Do you feel your input was taken onboard?
 What would you have done differently?
Q2: How has the CAS tool benefitted you?
 What value does it bring your job?
 Has it given you any new insights (that you can apply elsewhere too)?
 How has it affected your way of working?
 What impediments have you met when using the tool or its results?
Q3: Do you have any suggestions for improvements?
 Regarding the tool itself
 Regarding how it is used, changes to your workflow
Q4: Can you share (formal) process descriptions of your unit’s activities that might be affected by CAS?
Q5: What would you want to know from us about the integration of CAS into Business as Usual?
Q6: Do you have any concerns you would like to share with us?
Q7: Do you see any other use cases outside real-time monitoring & mitigation, outage planning, and infrastructure
planning where a tool like CAS could be used?
Q8: Any other comments or observations?
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